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Preface
Public safety has always depended on trust.

A caller trusts that when they dial 911, someone will answer. Dispatchers trust that the systems in 
front of them will show the right information at the right time. Public safety professionals 
throughout the agency trust that the technology supporting them will work when it matters.

Most of the public never sees that technology. They do not see the computer-aided dispatch 
system that helps coordinate the response. They do not see the records systems that document 
the work afterward. They do not see the connected systems, services, and networks that help 
public safety information move where it needs to go.

They simply expect public safety to work.

For many years, the technology supporting public safety was largely owned, operated, and 
maintained by agencies themselves. Servers were often housed in agency-controlled facilities, and 
local IT staff knew the environment. They could walk into a server room, see the hardware, call a 
vendor, open a ticket, and work through a problem with some sense of physical control.

That model was not perfect, but it was familiar.

Now public safety is in the middle of a major transition.

Mission-critical public safety systems are increasingly being moved to vendor-hosted 
environments, cloud platforms, or software-as-a-service models. Agencies that once owned the 
hardware are now being asked to trust infrastructure they may never see. Systems that once lived 
down the hall may now live in a cloud region hundreds or thousands of miles away, with many 
operational responsibilities handled by a vendor instead of agency staff.

That shift can be good when it improves resiliency, security, monitoring, disaster recovery, 
scalability, and operational consistency.

But cloud is not automatically better. It changes where risk lives, who controls each layer, how 
responsibility is defined, and how agencies must govern the systems they depend on.

That is why this book exists.

This book is written for public safety agencies that are preparing for, evaluating, questioning, or 
already living through the move to the cloud. It is meant for the leaders, operational teams, IT 
staff, procurement reviewers, and other stakeholders responsible for making sure public safety 
technology supports the mission.

The primary focus is computer-aided dispatch, because CAD is the operational heartbeat of 
emergency response. CAD is where the urgency of the caller, the judgment of the 
telecommunicator, the awareness of the dispatcher, and the movement of field responders come 
together. If CAD is unavailable or degraded, the impact is immediate.

But CAD does not stand alone. It connects to the broader public safety ecosystem around it, 
including the systems, workflows, and information paths agencies rely on every day. For that 
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reason, this book will also touch on related operational areas and the public’s experience with 
agency services.

The goal is not to convince every agency to move to the cloud as quickly as possible. The goal is 
also not to make agencies afraid of the cloud.

The goal is understanding.

Agencies should understand why the transition is happening, what changes when systems move 
from agency-hosted to vendor-hosted environments, which responsibilities remain with them, 
which questions need to be asked, and what good looks like when the transition is done properly.

The move to the cloud is more than a technology project. It changes operations, governance, 
contracts, staffing, support, and trust.

Because it touches public safety, it deserves to be treated with the seriousness of a public safety 
decision.
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Introduction

The Cloud Is Not the Mission

Managing servers has never been the mission of public safety.

Agencies accepted those responsibilities for years because the available model required it, but 
those tasks were always in service of something larger.

They exist to answer calls for help, dispatch the right resources, protect communities, document 
incidents, support responders, manage custody, provide records, and maintain public trust.

Technology matters because it supports that mission.

When the technology works well, it often disappears into the background. A dispatcher enters a 
call. The right units are recommended. Responders receive updates. Times are captured. Notes are 
shared. Reports are completed. Records are stored. Information moves where it needs to move. 
The agency functions.

When the technology does not work, everyone feels it.

A slow CAD screen is not just a technical issue. It changes the tempo of the room. A failed interface 
is not just a failed integration. It may mean information has to be reentered manually. A bad 
upgrade is not just a software problem. It can disrupt call-taking, dispatching, reporting, mobile 
use, or supervisory review. A poorly understood disaster recovery plan is not just a documentation 
gap. It can become an operational crisis when the primary system becomes unavailable.

For years, agencies accepted the burden of local technology ownership because that was the 
model available to them. They bought servers. They maintained data centers or server rooms. They 
worked with vendors to install software. They planned hardware refreshes. They managed 
backups. They scheduled upgrades. They owned much of the risk because they owned much of the 
environment.

That model created control, but it also created burden.

Many agencies now face aging infrastructure, limited IT staffing, increased cybersecurity risk, 
growing system complexity, and rising expectations for availability. At the same time, vendors are 
modernizing their platforms and moving toward hosted, cloud, and SaaS models. The result is a 
major shift in how public safety technology is delivered and operated.

The move to the cloud is often presented as a technical migration. In reality, it is an operating 
model change.

There is another distinction agencies must understand early: compliance is not the same as 
resiliency.

A vendor may describe an environment as designed to meet applicable CJIS Security Policy 
requirements, supported by SOC reports, or aligned with NIST security controls. Those things 
matter. Security frameworks, audits, policies, access controls, logging, encryption, and incident 
response practices are all important parts of a mature public safety cloud environment.
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But an agency can be in a compliant environment and still be down.

A system can have strong security controls and still suffer from a failed upgrade, database issue, 
network problem, regional outage, operational mistake, or disaster recovery process that does not 
perform as expected. Compliance may help show that certain controls exist. It does not, by itself, 
prove that CAD will remain usable during a major incident, that failover will work, that data will be 
restored within the expected timeframe, or that the agency will receive clear communication 
during an outage.

For public safety, compliance is only part of the question. Agencies also need to understand 
availability, resiliency, recovery, maintenance, monitoring, support escalation, and operational 
continuity. A secure system that is unavailable for days can still fail the public safety mission.

When a CAD system moves to the cloud, agencies need to understand:

 Where the system is hosted.
 How it is protected, monitored, backed up, and recovered.
 How users connect to it.
 How interfaces reach it.
 How upgrades and maintenance occur.
 How incidents are communicated.
 What happens when something fails.

They also need to understand the difference between vendor availability and agency availability. A 
vendor platform may be healthy while an agency circuit, VPN, authentication path, workstation, 
interface, or mobile connection is not. For public safety, availability is not just whether the vendor’s 
system is online. It is whether the agency can use the system to support operations.

Those are not academic questions.

They are operational questions.

This book is organized around three perspectives.

The first and largest section is the agency perspective. That is intentional. Public safety agencies 
are the primary audience. The agency is accountable to the public. The agency must operate 
during storms, cyber events, outages, major incidents, staffing shortages, and vendor 
maintenance windows. The agency must understand enough to make good decisions before, 
during, and after the transition.

The second section is the vendor perspective. This section is not intended to defend vendors or 
criticize them. It is intended to help agencies see what happens behind the curtain. Vendors 
moving public safety systems to the cloud are also changing. They must build new operational 
models, manage infrastructure, monitor environments, handle security responsibilities, support 
more frequent updates, and carry a different kind of risk. Agencies benefit when they understand 
that world.

The third section is the consumer perspective. It is shorter, but important. The consumer may be a 
person dialing 911, requesting a crash report, waiting for a police report, interacting with an 
officer, or depending on information to move correctly through a justice or corrections process. 
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The consumer does not care where CAD is hosted. They care whether public safety works. That 
perspective brings the entire conversation back to the mission.

This book is not intended to replace a full agency-specific assessment.

Every agency is different. Every CAD environment is different. Every network, interface model, 
contract, staffing structure, dispatch operation, records workflow, and vendor deployment has its 
own details. A small agency with limited IT staffing may have very different risks than a large 
county with multiple dispatch centers and dozens of interfaces. A regional 911 authority may have 
different concerns than a police department, sheriff’s office, fire department, or corrections 
agency.

The book is meant to help agencies ask better questions, recognize risk earlier, understand what 
changes in the cloud model, and avoid having critical decisions made without enough agency 
understanding or input.

The cloud can be a strong path forward for public safety.

But the right question is not, “Should we move to the cloud?”

The better question is, “What must be true for this move to make public safety stronger?”

That question should guide every discussion that follows.
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Part I

The Agency Perspective

The View from the Dispatch Floor, IT Office, Command Staff, and Elected Leadership

For agencies, the cloud transition is personal.

It affects the people who answer the calls, dispatch the units, write the reports, maintain the 
systems, approve the budgets, manage the contracts, and explain the outcome when something 
goes wrong.

From the outside, cloud may sound like an infrastructure decision. Inside an agency, it feels much 
larger. It changes who holds responsibility. It changes who has access. It changes how outages are 
investigated. It changes how maintenance is scheduled. It changes what IT staff can fix themselves. 
It changes what dispatchers must trust. It changes what command staff must understand before 
approving the move.

The agency perspective comes first because every other perspective should support it.

Vendors matter. Consumers matter. Technology matters.

But the agency is where the mission becomes real.
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Chapter 1

Why Public Safety Is Moving to the Cloud

Public safety is not moving to the cloud because someone discovered a new buzzword.

It is moving because pressure has been building for years.

Some of that pressure is technical. Some is financial. Some is operational. Some is security related. 
Some comes from vendors. Some comes from the expectations of the public. Some comes from 
the simple reality that the old model, while familiar, has become harder for many agencies to 
sustain.

For a long time, public safety systems were built around local ownership.

The agency bought hardware. The agency provided a server room or data center. The vendor 
installed software. The agency maintained much of the environment around that software: 
network connectivity, backups, servers, storage, operating systems, power, cooling, and often 
parts of disaster recovery.

That model made sense in its time.

It gave agencies physical control. It allowed local IT staff to see and touch the equipment. It made 
the system feel close. If something failed, someone could go look at it. If an upgrade was 
scheduled, the agency knew which servers were involved. If storage was running low, someone 
could add capacity. If a backup failed, someone inside the agency might see the alert.

That kind of control has value.

But control also comes with responsibility.

Over time, public safety environments became more complex. CAD systems became more 
connected. RMS systems became more integrated. Mobile applications became essential. Mapping 
became more advanced. Interfaces multiplied. Cybersecurity requirements increased. Expectations 
for uptime grew.

At the same time, many agencies were trying to manage these expectations with limited staffing 
and aging infrastructure.

A public safety agency may have excellent IT people, but that does not mean they have unlimited 
capacity. The same team supporting CAD may also be responsible for networks, cybersecurity, user 
support, body-worn camera systems, administrative applications, and other government 
technology.

Public safety systems require a level of care that can be difficult to maintain when IT teams are 
stretched thin.

CAD cannot be treated like a normal business application. It runs all day, every day. It supports 
emergency response. It has complex integrations. It requires careful upgrade planning. It often 
depends on specialized vendor knowledge. It has to function during bad weather, major incidents, 
power events, network failures, cyber events, and times when the agency is already under stress.
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That is one reason cloud has become attractive.

The promise of cloud is not simply that servers move somewhere else. The promise is that the 
burden of operating the environment can shift to organizations that are built to manage it at scale.

A mature cloud or vendor-hosted model can provide better infrastructure discipline than many 
agencies can reasonably maintain on their own. It can include more consistent monitoring, 
stronger backup practices, tested disaster recovery options, better security tooling, more 
predictable patching, and infrastructure designed for resiliency. It can also reduce the need for 
agencies to purchase, replace, and maintain hardware every few years.

But the promise and the reality are not always the same.

That is why agencies need to understand what they are buying.

When an agency hears that a system is “moving to the cloud,” the phrase can mean many different 
things. It may mean the vendor is hosting the same application on virtual servers in a cloud 
provider. It may mean the vendor is operating a managed environment for each customer. It may 
mean the software has been redesigned as a true multi-tenant SaaS platform. Or it may mean 
something in between.

The word cloud does not answer the important questions by itself.

Agencies should understand:

 Where the system is hosted.
 How it is monitored.
 Who is responsible for the operating system, database, backups, and security patching.
 How disaster recovery is designed and tested.
 What recovery time and recovery point commitments exist.
 How maintenance windows are handled.
 What happens during connectivity, vendor, application, or interface failures.

These questions matter because public safety does not operate in marketing language. It operates 
in real conditions.

Cybersecurity is another major reason agencies are evaluating cloud.

Public safety agencies are attractive targets because they operate critical services, hold sensitive 
data, and often depend on complex environments built over many years. Cloud can improve 
cybersecurity, but only when responsibilities, controls, access, logging, and incident response are 
clearly understood.

A mature hosted environment may provide stronger physical security, centralized logging, 
consistent patching, better vulnerability management, improved encryption, and more disciplined 
access control than many agencies can maintain alone.

Still, agencies cannot outsource accountability.

If user access practices are weak, the cloud will not fix those problems by itself. Shared accounts, 
delayed access removal, inconsistent MFA adoption, or unclear user responsibilities can weaken 
the overall model. If contract language does not clearly define breach notification, audit rights, 
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vendor access, data ownership, subcontractors, and security responsibilities, the agency may find 
itself exposed during the very moment it needs clarity most.

Disaster recovery is another driver.

Traditional disaster recovery in public safety has often been uneven. Some agencies have strong 
secondary sites, replicated data, documented procedures, and regular testing. Others have plans 
that look acceptable on paper but have not been validated under realistic conditions.

A disaster recovery plan that has never been tested is not really a plan. It is a hope.

Cloud can make disaster recovery more realistic, but only if the architecture and operations 
support it. Agencies should understand the difference between backups, replication, restoration, 
failover, and continued operations. They should also understand their own role during an outage, 
because disaster recovery is not only technical. It is operational.

If CAD is unavailable, dispatchers need a process. If mobile is unavailable, field responders need a 
process. If an interface is down, someone needs to know what information must be communicated 
manually. If the primary dispatch center cannot connect, the agency needs to know whether 
another location can operate.

The move to the cloud should force these conversations. That is a benefit. Many agencies discover 
that cloud planning exposes operational assumptions that existed long before the cloud transition 
began.

Cloud is also being driven by vendor modernization.

Public safety vendors are under pressure to update their products, improve security, reduce 
support complexity, deliver features faster, and move customers away from highly customized 
local environments. Supporting many different versions, server configurations, database 
structures, operating systems, and customer-specific modifications is expensive and risky.

From the vendor’s perspective, cloud can create a more standard operating model.

From the agency’s perspective, that standardization can be both helpful and frustrating.

It can improve supportability, reliability, upgrade consistency, security, and monitoring. It can also 
limit some of the flexibility agencies were used to in local environments.

That change can feel like a loss of control.

In some cases, it is.

In other cases, it is a necessary correction.

Public safety agencies should not accept every vendor limitation without question. But they should 
understand that supportability matters. A system that is endlessly customized may feel flexible 
until it becomes difficult to patch, upgrade, secure, monitor, or recover.

The cloud transition forces agencies and vendors to renegotiate the balance between flexibility and 
reliability.

Cost is another driver, but it is often misunderstood.

Cloud is not always cheaper.
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In some cases, it may cost more on paper than the old model, especially when agencies compare a 
subscription cost to hardware they already own. But that comparison can be incomplete. A fair 
comparison should include costs that may have been spread across budgets or hidden in staff 
workload:

 Hardware replacement and maintenance.
 Storage, backups, power, cooling, and monitoring.
 Staff time, after-hours work, and upgrade support.
 Disaster recovery infrastructure and testing.
 Security tooling and the operational risk of failure.

Cloud changes the cost model.

Instead of large periodic capital purchases, agencies may pay recurring subscription or hosting 
fees. Instead of owning assets, they buy service. Instead of replacing servers every few years, they 
expect the vendor to maintain the platform.

That shift can be helpful for planning, but it requires careful review.

Agencies should understand what is included, what is optional, what may increase over time, what 
happens as usage grows, what interfaces cost, what storage costs, what data exports cost, and 
what happens at renewal.

The cheapest cloud option is not always the safest.

The most expensive option is not automatically the best.

Agencies need enough understanding to evaluate value, not just price.

The public’s expectations are also changing.

People expect services to be digital, available, and responsive. They expect to request reports 
online, receive updates, submit information, access records, communicate electronically, and 
interact with government services in ways that feel modern. Public safety cannot always move at 
the same pace as consumer technology, and it should not ignore the sensitivity of public safety 
data. But expectations are still changing.

Cloud-connected systems can support better citizen services when implemented with the right 
security, governance, and operational controls.

Field responders also experience the benefits and risks of cloud modernization.

Officers, firefighters, EMS crews, and other responders increasingly depend on mobile access to 
CAD notes, premise information, maps, alerts, status updates, reports, photos, and other data. 
Cloud can support better access across devices and locations, but it also increases the importance 
of connectivity, mobile performance, identity management, and fallback procedures.

The point is not that cloud is good or bad. The point is that cloud changes the operating model.

The old model had strengths: physical ownership, local familiarity, and direct control over many 
pieces of the environment. It also had weaknesses: aging hardware, uneven disaster recovery, 
delayed patching, inconsistent documentation, hidden dependencies, and informal responsibility 
boundaries.
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The cloud model has strengths as well. It can improve resiliency, security, monitoring, upgrade 
consistency, and recovery. It can also introduce vendor dependency, reduce local visibility, increase 
connectivity risk, complicate contracts, limit unsupported customization, and create confusion if 
responsibility is not clearly managed.

The best agencies will treat the move as a major public safety transition. They will document the 
current environment, inventory interfaces, review contracts carefully, test fallback procedures, 
clarify support paths, and prepare their people, not just their network.

Public safety is moving to the cloud because the old model is under pressure and the new model 
offers real advantages. The outcome depends on how the transition is understood, contracted, 
implemented, supported, and governed.
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Chapter 2

CAD Is Not Just Another Application

Computer-aided dispatch is sometimes described as software.

That description is accurate, but incomplete.

CAD is software in the same way a patrol car is a vehicle, a fire engine is a truck, or a radio is a 
device. The description is technically true, but it does not capture the role the system plays in 
public safety operations.

CAD is where urgency becomes structure.

A call comes in. A telecommunicator gathers information. An incident is created. A location is 
verified. A call type is selected. Questions are asked. Notes are entered. Units are recommended or 
assigned. Dispatchers monitor availability, status, proximity, priority, safety, and workload. 
Responders receive updates. Times are recorded. Additional resources are added. The incident 
evolves.

In the middle of that process, CAD is not just storing data.

It is supporting decisions.

It is helping people move information quickly.

It is creating a shared operational picture. 

It is documenting what happened and when.

It is connecting the person asking for help to the people who can respond.

That is why CAD must be treated differently from ordinary software.

If a back-office system is slow, work may be delayed. If email is unavailable, communication may 
shift temporarily. If a reporting tool is down, someone may wait. If CAD is unavailable, the impact is 
immediate.

Dispatchers can and do fall back to manual procedures when necessary. Public safety has always 
had backup plans. Good dispatchers are remarkably capable under pressure.

But manual fallback is not the same as normal operations.

When CAD is down or degraded, the room changes. Tasks that were supported by the system 
move back into the minds, hands, voices, and notes of the people working the incident. Unit status 
becomes harder to track. Timers require more attention. Recommendations may become manual. 
Information may need to be repeated. Supervisors may lose visibility. Reports may require 
reconstruction later.

Public safety professionals can adapt, but every adaptation consumes attention.

In emergency response, attention is one of the most valuable resources in the room.
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That is why agencies cannot evaluate CAD cloud transitions the same way they evaluate other 
software moves.

The question is not simply, “Can this application run in the cloud?”

The question is, “Can this operational system support public safety from the cloud under real 
conditions?”

Real conditions include normal days, storms, major incidents, cyber events, network disruptions, 
vendor maintenance, software defects, staffing shortages, and moments when the agency does 
not have extra time to troubleshoot.

CAD sits at the center of a complicated operational ecosystem.

It connects to a variety of applications and workflows across the public safety ecosystem. When 
CAD moves, that surrounding environment has to be understood.

A cloud CAD project is not only about where the CAD servers live. It is about whether connected 
paths, user access, interfaces, performance, and support ownership still work under real 
conditions.

This is where agencies can get surprised.

A vendor may describe the CAD application as ready for the cloud. That may be true. But the 
agency may still have local dependencies that are not ready. There may be local reporting tools, 
interface servers, third-party connections, mobile workflows, or informal processes that were never 
fully documented.

The CAD application may be ready.

The CAD environment may not be.

CAD is also different because it is used under stress.

A caller may be screaming. A dispatcher may be managing multiple radio channels. Units may be 
asking questions. A supervisor may be monitoring a serious incident. A storm may increase call 
volume. A major event may create overlapping demands.

In that environment, small technical problems feel larger.

A delay of a few seconds may not sound significant in a conference room. At a dispatch console, it 
can feel much longer. A screen refresh issue may sound minor in a ticket. During a rapidly 
changing incident, it can interrupt flow. A vague error message may be acceptable in a business 
application. In dispatch, uncertainty adds stress.

This does not mean CAD can never change. It must change. Public safety systems need 
modernization. Agencies need better tools, better security, better resiliency, and better integration.

But CAD change has to be handled with operational awareness.

One of the risks in cloud conversations is that agencies and vendors may use the same words but 
mean different things.

A vendor may say the system is available.
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The agency may ask what available means.

Available to dispatchers inside the primary center? Available to backup locations? Available to 
mobile users? Available if one internet circuit fails? Available if the application is running but the 
map is not loading? Available if CAD works but an interface is down? Available if the system is 
technically online but performance is too slow for operational use?

For CAD, availability cannot be defined only by whether a server responds.

It has to be understood in operational terms.

CAD also carries historical and legal significance.

It records the operational history of an incident, including what happened, when it happened, and 
how the agency responded. Those records may later support investigations, reports, public records 
requests, and public accountability.

That means data integrity matters.

When CAD moves to the cloud, agencies should understand how data is stored, protected, backed 
up, retained, exported, audited, and recovered. They should understand who can access it, how 
vendor access is logged, how changes are tracked, and how data would be returned if the agency 
changed vendors.

The live operational value of CAD is obvious during an incident.

The long-term value of CAD data becomes obvious afterward.

An agency may need to reconstruct a timeline, review response times, respond to a records 
request, support prosecution, analyze activity, or answer public questions after a critical incident.

CAD data is not just system data.

It is public safety history.

That is why ownership and access should be clear before the move, not negotiated during a 
problem.

Another reason CAD is different is that it sits between technology and human judgment.

CAD supports the work, but people still make the decisions, interpret the information, manage the 
response, and lead the agency.

A good CAD system supports human performance.

A bad implementation can interfere with it.

The cloud does not change that principle. It simply changes the environment in which the system 
operates.

When agencies move CAD to the cloud, they should avoid two extremes.

The first is reflexive resistance. Some people will distrust cloud simply because they cannot see the 
servers. They may assume that local is always safer, faster, or more controllable. That is not 
necessarily true. A well-designed cloud environment may be more resilient, more secure, and 
better monitored than a local server room.
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Physical proximity is not the same as operational control.

The second is automatic acceptance. Some people will assume that because a system is in the 
cloud, it is automatically modern, resilient, secure, and professionally managed. That is also not 
necessarily true. A poorly designed hosted environment can carry serious risk. A vague SLA can 
leave agencies exposed. Untested disaster recovery can fail when needed. Weak change 
management can disrupt operations. Poor communication can damage trust.

Cloud is not a guarantee.

It is a model.

The model must be evaluated.

For CAD, evaluation should begin with the operational role of the system.

Agencies should ask how the change will affect daily operations: dispatch workflows, mobile 
access, performance, interfaces, maintenance, rollback, and vendor communication during 
incidents.

CAD cloud transitions should involve more than IT and procurement. Dispatch leadership must be 
involved. Supervisors must be involved. Records may need to be involved. Field responder 
representatives should be involved. Fire, EMS, police, sheriff, corrections, and partner agencies 
may need a voice depending on the environment.

The people who live in the system every day will see risks that technical teams may miss.

A dispatcher may know which workflows break down during storms. A records supervisor may 
know which fields affect report flow. A patrol supervisor may know when mobile delays create 
radio congestion. A fire officer may know which alerting delays are operationally sensitive. An IT 
analyst may know which legacy interface still depends on a local server everyone forgot about.

A cloud transition is the wrong time to discover undocumented dependencies.

The best CAD cloud projects begin with discovery.

Agencies should understand:

 What systems connect to CAD.
 Who uses CAD and where they connect from.
 Which workflows are operationally critical.
 Which reports depend on CAD data.
 Which local servers, interfaces, and network paths support the system.
 Which fallback procedures exist and when they were last tested.

These questions are not meant to create fear. They are meant to create readiness.

The move to cloud can make CAD stronger by reducing local infrastructure burden, improving 
disaster recovery, modernizing security, and giving agencies access to vendor investments that 
would be difficult to replicate locally. But those benefits only matter if the agency understands the 
operational model.
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CAD is not just another application. It is the system that helps public safety organize response 
when someone needs help.

The right test is whether the agency has enough clarity, readiness, and vendor accountability to 
protect the mission when CAD is hosted somewhere else.
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Chapter 3

The Old Model: Owning the System Yourself

For many public safety agencies, the traditional technology model was built around ownership.

The agency owned the servers. The agency provided the space. The agency managed the network. 
The agency worked with the vendor to install and maintain the software. The agency controlled the 
environment, scheduled upgrades, replaced hardware, managed backups, and decided how much 
resiliency it could afford.

That model shaped how public safety leaders thought about control.

If CAD was hosted inside the agency’s building, or inside a city or county data center, the system 
felt close. IT staff could walk into the server room. Dispatch leadership could ask where the 
equipment was. If something failed, there was at least a sense that the agency could see the 
problem, touch the equipment, or directly influence the response.

Physical proximity created confidence.

It also created responsibility.

The old model was not simply “the vendor provides software and the agency uses it.” In most 
environments, the agency carried a significant operational burden. The vendor may have 
supported the CAD application, but the agency often supported the environment around it.

In many agencies, that arrangement worked for years. The IT staff knew the environment. 
Dispatchers knew what to expect. Supervisors knew who to call. The vendor knew the customer’s 
configuration. Even when the setup was imperfect, it was familiar.

Familiarity matters in public safety.

A dispatcher does not want to wonder where the system lives during a busy shift. An IT analyst 
does not want to discover a hidden dependency during an outage. A command staff member does 
not want to learn the difference between an application problem, network problem, and vendor 
problem in the middle of a crisis.

The old model had an advantage: agencies understood its routines, its support paths, and the 
people responsible for keeping it running.

But familiarity can hide risk.

A system can feel controlled because it is nearby, even if the broader environment has weaknesses 
that have not been tested in years. A server room can feel safer than the cloud simply because it is 
visible. But visibility is not the same as resiliency.

Public safety agencies should be honest about both sides of the old model.

It provided local control, but it also required local capability.

It allowed agencies to own the hardware, but it also required them to maintain it.
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It gave agencies influence over timing, but it also made them responsible for planning, staffing, 
funding, and execution.

It created comfort, but not always maturity.

The Server Room as a Symbol
For many agencies, the server room represented control.

Even if only a few people had access, the existence of the room mattered. It meant the system was 
somewhere known and physically connected to the agency.

That sense of control is not irrational.

Public safety leaders are responsible for systems that must work continuously. It is natural to feel 
more comfortable when the equipment is close, especially when the alternative is a vendor-hosted 
environment that may be geographically distant and operationally harder to see.

But the server room also created a false sense of simplicity.

CAD did not work simply because a server existed in the building. It worked because the larger 
environment around it functioned together. Some of that environment was obvious. Some of it was 
only understood by a few people.

In many agencies, the environment grew over time. A new interface was added. A reporting tool 
was installed. A backup process was changed. A firewall rule was created. A server was replaced. A 
temporary workaround became permanent. Documentation was updated in some places and 
forgotten in others.

Years later, the system still worked, but the full picture may have become difficult to see.

That is not a criticism of agency IT staff. It is a reality of long-running public safety environments. 
Public safety systems are built, expanded, modified, and supported under real-world constraints. 
Agencies do not always have the luxury of perfect documentation, clean architecture, or unlimited 
time to modernize.

The old model often depended on institutional knowledge.

In many agencies, important details lived in people’s memories. The system worked because 
certain people knew its history, its exceptions, and its weak points.

That knowledge is valuable.

It is also fragile.

When knowledge lives in people instead of documentation, the agency carries risk. Retirement, 
turnover, promotion, outsourcing, vendor staffing changes, and organizational restructuring can 
weaken the agency’s ability to understand its own environment.

A cloud transition often exposes that risk.

Before a system can be moved, someone has to understand what exists. The agency and vendor 
need to identify dependencies, data flows, access paths, reporting needs, failover expectations, 
and operational workflows. In that process, agencies sometimes discover that the old environment 
was less understood than they believed.
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That discovery can be uncomfortable.

It can also be useful.

A well-run cloud transition should force agencies to document the environment they are leaving 
before they adopt the environment they are entering.

The Strengths of Local Ownership
The old model had real strengths.

Agencies often had direct influence over timing. They could decide when to replace hardware, 
when to schedule upgrades, when to make network changes, and when to perform maintenance. 
They could align those decisions with local events, staffing levels, budget cycles, and operational 
concerns.

Local ownership also allowed agencies to build internal expertise. IT staff could learn the 
environment deeply. They could troubleshoot quickly when issues were local. They could identify 
patterns, understand the agency’s workflows, and sometimes resolve problems before a vendor 
became involved.

That knowledge could create strong working relationships between IT and operations.

Dispatchers knew who to call. IT knew which issues were urgent. Supervisors knew which problems 
required vendor escalation. In strong agencies, this local partnership was one of the biggest 
advantages of the old model.

The old model also gave agencies flexibility.

Some agencies built local reports, agency-specific workflows, custom integrations, or unique 
processes that met their needs. That flexibility could be valuable, especially in complex multi-
agency environments or regions with unique operational requirements.

Local control also gave agencies a sense of independence.

If the vendor was slow to respond, the agency might still be able to investigate infrastructure 
issues. If a server needed attention, local IT could act. If a network path failed, the agency could 
work with its own providers. If a backup needed to be reviewed, the agency could inspect the 
process.

In the best cases, local ownership gave agencies both control and competence.

But not every agency had the staffing, funding, discipline, or infrastructure to make that model 
work well over the long term.

The Weaknesses of Local Ownership
Local ownership can become a burden when the environment outgrows the agency’s ability to 
manage it.

Public safety technology has become more complex, more connected, and more security-sensitive. 
CAD is no longer just a system used inside the dispatch center. It connects to multiple systems, 
users, agencies, and workflows that may cross operational and organizational boundaries.
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Each connection creates value.

Each connection also creates responsibility.

The old model required agencies to maintain the technical environment around the application, 
not just the application itself. As systems became more connected and security expectations 
increased, that burden became harder for many agencies to sustain.

In some agencies, these responsibilities were handled well.

In others, they were handled as best as possible with the time and resources available.

That difference matters.

A CAD environment can appear stable until something tests it. A hardware failure, cyber incident, 
bad upgrade, power event, storage issue, or staffing change can reveal weaknesses that were 
hidden during normal operations.

The old model also made disaster recovery difficult for many agencies.

Building a true secondary environment requires more than backup files. It requires infrastructure, 
connectivity, procedures, testing, staffing, and operational planning. It requires an agency to know 
not only how the system will be restored, but how public safety operations will continue during the 
restoration.

For agencies with limited resources, true disaster recovery may have been difficult to fund and 
maintain.

The result was often a gap between what agencies hoped they could recover and what they had 
actually tested.

Cloud does not automatically close that gap, but it can force a more serious discussion. It can also 
give agencies access to resiliency options that would be difficult to build locally.

The Upgrade Problem
Upgrades were one of the most visible challenges in the old model.

Public safety software upgrades are rarely simple. They often require coordination between the 
agency, vendor, IT staff, dispatch leadership, records staff, field users, and sometimes other 
agencies or third-party vendors. Interfaces may need to be tested. Reports may need to be 
validated. Workstations may need updates. Training may be required.

Because upgrades were disruptive, agencies sometimes delayed them.

That delay was understandable. Public safety does not like unnecessary disruption. If the system is 
working, leaders may ask why they should risk a major change. Dispatchers may be hesitant to 
alter workflows. IT staff may be balancing other priorities. Vendors may have limited upgrade 
availability.

But delayed upgrades can create accumulated risk.

The more versions an agency falls behind, the harder the next upgrade may become. Security 
patches may become more complicated. Vendor support may narrow. Compatibility issues may 
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increase. New features may be unavailable. Technical debt grows quietly until it becomes 
expensive to address.

Cloud changes the upgrade model.

That can be a benefit, but it also creates a new challenge. Agencies may receive updates more 
frequently. Vendors may standardize release cycles. Maintenance windows may be more controlled 
by the vendor. New features may arrive faster. Emergency patches may be applied more quickly.

For agencies used to controlling every upgrade, this can feel uncomfortable.

The question becomes less about whether change will happen and more about how change is 
managed.

That is why change management becomes central in the cloud model. Agencies need to know how 
releases are communicated, how testing occurs, how operational impact is evaluated, how defects 
are handled, and how rollback decisions are made.

The old model often allowed agencies to delay change.

The cloud model often requires agencies to manage change more continuously.

The Cost of Control
Local ownership can look less expensive than cloud when agencies focus only on visible costs.

If hardware, staff, space, power, and backup tools already exist, the local system may feel paid for. 
In reality, many of those costs are simply absorbed elsewhere.

But the true cost of local ownership includes more than the invoice from the vendor.

It includes hardware refresh cycles, maintenance agreements, security tools, staff time, after-hours 
support, disaster recovery infrastructure, upgrade effort, monitoring, documentation, and the cost 
of risk. Some of those costs are easy to measure. Others are hidden in staff workload or only 
become visible during failure.

Cloud shifts the cost model from ownership to service.

That shift can be uncomfortable during procurement because recurring costs are often easier to 
see than internal costs that have been spread across departments for years. A cloud proposal may 
appear more expensive because it gathers costs into one line item that were previously distributed, 
delayed, or undercounted.

That does not mean cloud is always more cost-effective.

It means agencies should compare models honestly.

The right comparison is not simply local server cost versus vendor hosting cost. The better 
comparison is the full cost and risk of operating the old model versus the full cost and risk of 
adopting the new one.

What Agencies Should Carry Forward
The old model should not be dismissed.
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It taught agencies important lessons about ownership, control, local knowledge, operational 
impact, and the seriousness of public safety technology. Agencies that operated local systems well 
developed habits that remain valuable in the cloud model.

They knew their workflows.

They understood their users.

They tracked operational pain points.

They coordinated upgrades carefully.

They involved dispatch leadership.

They valued redundancy.

They knew that CAD could not be treated casually.

Those habits should continue.

The mistake would be assuming that because the servers move, the agency’s need to understand 
the environment disappears.

In reality, agencies need a different kind of control.

They may no longer control the physical hardware, but they still need control through governance, 
contract language, operational procedures, vendor accountability, documentation, testing, 
communication, and readiness.

The old model was based heavily on physical ownership.

The cloud model must be based on informed oversight.

That is the transition agencies must make.

Not from control to no control.

From one form of control to another.
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Chapter 4

The New Model: Shared Responsibility

Cloud does not eliminate responsibility.

It redistributes it.

That may be the most important concept for agencies to understand before moving public safety 
software to a vendor-hosted environment.

In the old model, many responsibilities were visible because they sat close to the agency. The 
vendor supported the application, but the agency often carried significant responsibility for the 
environment around it.

In the cloud model, some of that responsibility moves to the vendor. That can reduce technical 
burden and improve consistency.

But the agency does not become a bystander.

The agency still owns the mission. It still owns its operational decisions. It still owns key areas such 
as governance, connectivity, access, policy, training, procurement, escalation, and continuity. It still 
must understand how the hosted system supports public safety operations.

That is shared responsibility.

Shared responsibility means the vendor is accountable for certain parts of the environment, the 
agency is accountable for certain parts, and some areas require both to work together clearly.

In many public safety SaaS or hosted models, shared responsibility also exists in layers: the cloud 
provider to the software vendor, the software vendor to the agency, and the agency to its users 
and operations.

When shared responsibility is understood, it can strengthen the transition.

When it is vague, it creates risk.

Why Shared Responsibility Matters
Public safety agencies cannot afford confusion during an outage.

 If CAD is slow, who determines whether the problem is local or vendor-related?
 If mobile users cannot connect, who checks the network path?
 If an interface fails, who owns the first response?
 If a release causes operational problems, who decides whether to roll back?
 If data must be restored, who authorizes it?
 If a vendor needs access to sensitive data, who approves and audits that access?
 If the agency loses connectivity to the hosted environment, what does the vendor do and 

what does the agency do?

These questions should not be answered for the first time during an incident.
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Shared responsibility is not just a technical model. It is an operating agreement. It tells the agency 
and vendor how they will work together before pressure arrives.

This is especially important for CAD because public safety systems do not fail in neat categories. A 
dispatcher may experience “CAD is not working,” but the cause may involve one of many layers 
between the user, the agency, the vendor, and connected systems.

The user sees one problem.

The support model may involve many layers.

Shared responsibility gives agencies a way to understand those layers without needing to own all 
of them.

What Moves to the Vendor
In a vendor-hosted or cloud model, the vendor may take responsibility for many parts of the 
technical environment.

The exact division depends on the vendor, contract, architecture, and product model. A managed 
hosted environment may look different from true SaaS. A single-tenant model may differ from a 
multi-tenant platform. A vendor using cloud infrastructure may still operate much of the 
environment themselves.

Agencies should not assume.

They should ask.

When the vendor says it handles backups, the agency should understand what that means. Are 
backups monitored? Are they tested? How often? What data is included? What is the restore 
process? How long would restoration take? What data could be lost?

When the vendor says it handles disaster recovery, the agency should understand the design. Is 
there a secondary region? Is failover automated or manual? How often is it tested? Are customers 
involved in testing? What is the agency expected to do during failover?

When the vendor says it monitors the environment, the agency should understand what is 
monitored and whether that monitoring reflects operational impact, not just technical health.

The value of cloud depends heavily on the maturity of what the vendor actually operates.

A vendor-hosted environment is not mature simply because it is not located at the agency.

What Remains with the Agency
The agency retains responsibility for more than some leaders may expect.

The agency still controls its users, policies, operational procedures, local connectivity, internal 
communication, training, and fallback plans. It also remains responsible for understanding the 
contract it signs and the risk it accepts.

Even when the vendor hosts CAD, the agency still needs to manage:

 User roles and access decisions.
 Local network readiness.
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 Dispatch center connectivity.
 Endpoint and workstation readiness.
 Internal training.
 Operational fallback procedures.
 Policy decisions.
 Data governance.
 Vendor escalation paths.
 Local communication during incidents.
 Coordination with partner agencies.

The agency also needs to understand how cloud changes its IT role.

Agency IT may no longer manage the CAD servers, but it becomes even more important in areas 
such as connectivity, identity, endpoint health, firewall rules, vendor coordination, monitoring 
agency-side dependencies, and translating technical issues into operational impact.

In some ways, cloud can reduce the agency’s infrastructure workload while increasing the 
importance of vendor management and operational oversight.

The agency cannot rely solely on physical access to prove control. It must establish control through 
documentation, contract language, vendor transparency, testing, reporting, escalation, and 
governance.

What Becomes Shared
Some responsibilities cannot sit entirely with one party.

Connectivity is one example.

The vendor may define the required connectivity model, provide technical specifications, or publish 
firewall requirements. But the agency must provide reliable local access, internal network paths, 
and dispatch center redundancy.

If users cannot reach the hosted CAD environment, the problem may not belong neatly to one side. 
It may require the agency, vendor, internet provider, firewall team, and perhaps a third-party 
provider to work together.

Interfaces are another shared area.

The vendor may host the CAD application, but connected systems often involve third-party 
platforms, local services, state systems, records, mobile, reporting, or external data sources. 
Responsibility depends on where the connection runs, who monitors it, who supports the 
connected system, and what the contract says.

Change management is also shared.

The vendor may control the release process, but the agency must prepare users, review release 
notes, test workflows when appropriate, communicate changes internally, and identify operational 
concerns before and after deployment.

Security is shared as well.
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The vendor may protect the hosted environment, but the agency still manages user behavior, 
access approvals, MFA adoption, role reviews, device hygiene, local network practices, and policy 
enforcement.

Disaster recovery is shared because vendor recovery is only one part of operational continuity. The 
vendor may restore or fail over the system, but the agency must know how to operate while that is 
happening, how to communicate internally, how to document manually if needed, and how to 
transition back to normal operations.

In public safety, shared responsibility is not a contract theory.

It is how the agency and vendor survive stress together.

The Risk of Assumptions
Most shared responsibility problems begin with assumptions.

The agency assumes the vendor is handling something.

The vendor assumes the agency understands something.

The contract assumes a definition that operations has never read.

IT assumes dispatch has a fallback process.

Dispatch assumes IT can fix a vendor-hosted problem.

Command staff assumes disaster recovery has been tested.

Procurement assumes the SLA covers what public safety cares about.

Each assumption may seem reasonable until something fails.

That is why agencies should make shared responsibility explicit before go-live.

The goal is not to create conflict with the vendor. The goal is to create clarity. A good vendor 
should welcome clear responsibility boundaries because they reduce confusion, improve support, 
and create a healthier long-term relationship.

Shared responsibility should be documented in plain language.

Agencies do not need a 200-page technical document to understand the basics. They need clear 
answers to practical questions:

 What does the vendor own?
 What does the agency own?
 What requires both?
 Who monitors each area?
 Who responds first?
 Who communicates during an incident?
 Who makes decisions during recovery?
 What happens after normal business hours?

The more critical the system, the less tolerance there should be for vague answers.
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Shared Responsibility and the Contract
The contract is where shared responsibility becomes enforceable.

Verbal explanations and sales presentations can be helpful, but they are not enough. Public safety 
agencies should make sure key responsibilities are reflected in contract language, service 
descriptions, support documents, security exhibits, disaster recovery commitments, and 
operational procedures.

This does not mean every technical detail belongs in the contract. Some details may live in 
supporting documentation that changes over time. But the agency should not depend on informal 
assurances for critical areas such as availability, maintenance, data ownership, breach notification, 
disaster recovery, support escalation, and termination assistance.

The contract should help answer:

 What service is being provided?
 What availability is promised?
 What is excluded?
 What maintenance is allowed?
 What recovery commitments exist?
 How is data protected and returned?
 How are incidents communicated?
 What remedies exist if commitments are not met?
 What responsibilities remain with the agency?

The contract should also be understandable to the people responsible for the mission.

Legal review matters. Procurement review matters. Technical review matters. But public safety 
operational review matters too. A clause that seems acceptable in a general technology contract 
may create operational risk when applied to CAD.

Agencies should not be expected to sign cloud agreements without a clear understanding of how 
the language affects real operations.

Shared Responsibility and Culture
The cloud model requires cultural adjustment.

In the old model, agency IT may have been used to solving problems directly. In the cloud model, 
they may need to coordinate, escalate, verify, and hold the vendor accountable without having 
direct access to every layer.

Dispatch may have been used to calling local IT first. In the cloud model, they may still call local IT, 
but the path from problem to resolution may involve vendor operations, network providers, 
identity systems, or third-party services.

Command staff may have been used to thinking of technology as an internal infrastructure issue. 
In the cloud model, they must think more about contracts, service levels, vendor maturity, and 
operational continuity.
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Procurement may have been used to comparing features and price. In the cloud model, 
procurement must also understand operational risk, recovery commitments, support models, and 
long-term dependency.

The move to cloud requires agencies to become better technology governors, not necessarily 
deeper technology operators.

That distinction is important.

Agencies do not need to become cloud providers. They do not need to know every technical detail 
of the vendor’s infrastructure. But they do need to know enough to ask informed questions, 
recognize weak answers, and understand whether the model supports public safety.

The Agency Still Owns the Mission
Shared responsibility should not obscure the most important point.

The vendor may host the system, but the agency owns the mission.

The public will not call the vendor when 911 is delayed. Officers and firefighters will not blame the 
cloud provider when information is missing. Records requestors will not care which system failed. 
Elected officials will look to the agency for answers.

That is why agencies must remain active participants in the cloud model.

They should expect vendors to operate mature environments. They should expect clear 
communication, tested recovery, strong security, reliable monitoring, and honest answers. But 
they should also prepare their own people, document their own procedures, understand their own 
dependencies, and maintain operational readiness.

Shared responsibility is not a way for vendors to avoid accountability.

It is also not a way for agencies to hand off the mission.

It is the operating model that sits between them.

When it is clear, tested, and governed, cloud can make public safety stronger.

When it is vague, assumed, or ignored, cloud can create new risks that agencies do not discover 
until the wrong moment.

The difference is preparation.



37

Chapter 5

The Fear of Losing Control

The move to the cloud often raises a quiet concern inside public safety agencies: what happens 
when we no longer control the system ourselves?

That question is reasonable. Public safety agencies are being asked to trust critical systems to 
environments they may never see, operated by people they may never meet, using architecture 
they may not fully understand. For agencies that have spent years owning servers, managing local 
infrastructure, and calling internal staff during problems, the change can feel significant.

It is not only a technical shift. It is an emotional one.

Physical Control Is Not Operational Control
The old model gave agencies physical control. Servers were nearby. IT staff could investigate issues 
directly. Leaders could point to the place where the system lived.

That kind of control feels tangible, but it does not guarantee operational control. An agency can 
own the server and still have weak backups, untested disaster recovery, delayed patching, limited 
monitoring, or poor documentation. Local does not automatically mean resilient. Cloud does not 
automatically mean resilient either.

The difference is maturity. Agencies should evaluate control by outcomes: can the system be 
monitored, recovered, supported, secured, and governed well enough to protect operations?

Some Losses Are Real
Agencies should not pretend that nothing changes. They may lose direct database access, 
unsupported local tools, custom scripts, customer-specific upgrade timing, or the ability to fix 
certain issues without the vendor. For IT staff, that can feel like a professional loss. For dispatch 
leadership, it can raise concerns about escalation, visibility, and support urgency.

Those concerns should be addressed directly. Cloud does not make agency IT less important. It 
changes the role from direct system control to oversight, coordination, readiness, and vendor 
accountability.

Dispatch leadership also remains central. Public safety support cannot feel like ordinary help desk 
support. When CAD is degraded, the agency needs timely communication, severity handling, and 
escalation paths that match the seriousness of the system.

The New Control Points
In the cloud model, control comes less from touching equipment and more from structure. The 
new control points include:

 Clear contract language and service-level commitments.
 Disaster recovery expectations and tested fallback procedures.
 Maintenance, release, and incident communication processes.
 Support escalation paths and severity handling.
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 Security controls, data ownership, and shared responsibility documentation.

These are not administrative details. They are how the agency protects itself when it cannot walk 
into the server room.

A well-prepared agency may have more meaningful control in the cloud than it had locally. It may 
not touch the server, but it may have stronger recovery commitments, better monitoring, clearer 
escalation, more disciplined maintenance, improved security practices, and better documentation 
than before.

Trust Should Be Structured
Cloud requires trust, but trust should not be vague. Structured trust means the agency does not 
simply accept that the vendor has something covered. It asks what is covered, how it is tested, how 
it is measured, how it is communicated, and what happens when it fails.

A mature vendor should be able to explain availability, resiliency, maintenance, security, support, 
disaster recovery, and shared responsibility in plain language. Public safety leaders do not need 
every technical detail. They do need operational meaning.

Control During an Incident
The fear of losing control becomes most real when something is wrong. Agencies need to know 
what is happening, who is working on it, how serious it is, whether fallback procedures should be 
activated, and when the next update will arrive.

This is part of control. An agency may not be able to fix the vendor platform, but it can control its 
operational response if it receives clear information.

Data and Updates
Data is one of the most important control concerns. The agency should know that its data remains 
its data. It should understand how the vendor handles access, storage, backup, retention, export, 
deletion, and return at contract end.

Agencies should also understand how updates will be handled. In the cloud model, vendors may 
move toward more frequent, standardized releases. That can improve security and consistency, 
but agencies still need clear notice, testing expectations, downtime information, defect handling, 
and rollback or mitigation plans.

Leadership Must Redefine Control
The fear of losing control should not be dismissed as resistance to change. Leaders need to help 
the agency distinguish between control that protects operations and control that simply feels 
familiar.

Owning a server can feel reassuring, but physical ownership is not the only way to protect the 
mission. Tested recovery, clear escalation, transparent maintenance, and strong vendor 
accountability may provide more meaningful protection than simply knowing where the hardware 
sits.
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Some discomfort is normal during a major transition. Confusion is different. If the agency does not 
understand how the model works, who is responsible, or what happens when something fails, it is 
not ready to treat the move as fully understood.

Control does not disappear in the cloud model. It has to be defined differently. Agencies that 
understand that difference will be better prepared for the transition ahead.
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Chapter 6

Availability, Uptime, and the Meaning of “Down”

In public safety, the word down is too simple. A system can be completely unavailable, but it can 
also be slow, unstable, partially unavailable, unreachable from one location, unavailable to mobile 
users, disconnected from a critical function, or technically online while still failing to support 
operations.

A vendor may say the system is available. A dispatcher may say it is unusable. Both may believe 
they are telling the truth. That gap is one of the most important issues agencies must address 
before moving public safety systems to the cloud.

Uptime Is Not the Whole Story
Uptime is often presented as a percentage: 99.9%, 99.99%, or another number that sounds 
reassuring. Those numbers can be useful, but only if the agency understands what they measure.

Agencies should ask whether uptime applies to the application, the hosted environment, the ability 
of agency users to connect, scheduled maintenance, third-party services, mobile users, interfaces, 
or only the core system. A high uptime number can look strong while the definition leaves 
important operational gaps.

Vendor Availability and Agency Availability
Vendor availability means the hosted system is operating according to the vendor’s defined service 
commitment. Agency availability means the agency can actually use the system to support 
operations.

Those are related, but not identical. The vendor platform may be healthy while the agency has a 
circuit failure, firewall issue, authentication problem, endpoint issue, or third-party connection 
failure. From the vendor’s perspective, the service may be available. From the agency’s perspective, 
operations may be impaired.

This distinction should be discussed before contract signing and before go-live. The agency does 
not need to own every layer, but it should understand the availability chain well enough to know 
where failure can occur and how support will respond.

Degraded Is Different from Down
Public safety systems are not always either working or down. They can be degraded. Calls may load 
slowly. Unit recommendations may lag. Map layers may fail. Mobile updates may be delayed. 
Interfaces may queue. Users may be forced to log back in.

Degraded performance can be harder to manage than a complete outage because it may be 
intermittent or difficult to measure. A vendor dashboard may show green while users correctly 
know something is wrong.

Agencies and vendors need a shared understanding of when degraded service becomes 
operationally significant. A slow system can change dispatch tempo. Delayed updates can increase 
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radio traffic. Interface problems can force manual work. Small disruptions can compound during 
high call volume.

Maintenance Still Affects Operations
Scheduled maintenance may be necessary and healthy. Vendors need to patch systems, apply 
upgrades, improve security, and maintain the platform. But for users, a system unavailable during 
maintenance is still unavailable.

Agencies should understand how often maintenance occurs, how much notice is provided, 
whether downtime is expected, which services are affected, whether fallback procedures are 
needed, whether the agency can influence timing, and how completion or delay is communicated.

Scheduled does not mean harmless. It means planned. Planning only works when the agency has 
enough information to prepare.

Partial Outages Reveal Dependencies
CAD may be working while mobile is unavailable. Dispatch may be able to enter calls while alerting 
fails. Reporting may be delayed. Mapping may be degraded. A single location may be affected 
while others remain online.

Partial outages are confusing because they do not fit neatly into the phrase the system is down. 
They also reveal hidden dependencies. Agencies should know which connected services are 
operationally critical, who supports them, and what manual process exists if they fail.

SLAs Are Not Continuity Plans
Service-level agreements matter. They define expectations, measurement, and accountability. But 
an SLA is not an operational continuity plan.

A service credit after an outage does not help a dispatcher during the outage. A monthly uptime 
calculation does not tell an agency how to operate during failure. Contractual remedies do not 
replace clear communication, tested recovery, and fallback procedures.

A strong SLA should be paired with practical operating documents: support procedures, 
maintenance practices, disaster recovery commitments, incident communication expectations, and 
agency continuity plans.

Use More Precise Language
Agencies should describe technology problems in operational terms. Is the system unavailable or 
degraded? Are all users affected or only some? Are all locations affected or only one? Are dispatch 
users affected, mobile users, or both? Are interfaces processing normally? Is authentication 
working? Is there a workaround?

Dispatchers should not be expected to diagnose technical layers during a busy shift. But they can 
be trained to describe what they see. IT can translate those symptoms into troubleshooting. 
Vendors can use that information to identify patterns and escalate appropriately.
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Communication Is Part of Availability
When systems fail, communication becomes part of the response. Agencies need timely, clear, and 
operationally useful updates from vendors. Vendors need accurate impact information from 
agencies. Users need to know whether to keep working, troubleshoot, or move to fallback 
procedures.

The first update does not need every answer. Acknowledging the issue, confirming investigation, 
and setting expectations for the next update can reduce confusion and preserve trust.

The Real Meaning of Down
A system is effectively down when it cannot support the mission it is supposed to support. That 
may mean unavailable, degraded, unreachable, missing a critical function, too slow for operational 
use, or technically online but not dependable.

For CAD, the question is not simply whether the system is up. The question is whether public safety 
can operate. That is the standard agencies should carry forward.
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Chapter 7

RPO, RTO, Disaster Recovery, and What Agencies Must Ask

Disaster recovery is easy to discuss when nothing is wrong. It is much harder to live through when 
a system is unavailable, a dispatch center is under pressure, and people are waiting for answers.

Many agencies have recovery expectations, but not all know whether those expectations match 
reality. A vendor may say the system is backed up. An agency may hear that and assume it can 
recover quickly. A contract may mention disaster recovery. Operations may assume dispatch can 
keep working. Those assumptions can be dangerous.

Disaster recovery should be understood as an operational capability, not just a technical promise. 
The question is not only whether the system can be recovered. The question is whether the agency 
can continue the mission while recovery is happening.

Backups Are Not Disaster Recovery
Backups matter. They protect against data loss, corruption, accidental deletion, system failure, and 
certain cyber events. Agencies should know how often backups run, where they are stored, how 
they are protected, and whether they are tested.

But a backup is only a copy of data. Disaster recovery is the ability to restore or resume operations 
after a serious disruption.

An agency may have backups and still face a long outage. Data may be protected while 
applications, infrastructure, interfaces, user access, and operational workflows still need to be 
restored. That is why the phrase we have backups should never end the conversation.

Understanding RPO
Recovery point objective, or RPO, describes how much data loss may be acceptable after a 
disruption. If a system has a four-hour RPO, the agency may lose up to four hours of data 
depending on the failure and recovery process.

RPO is an operational question. How much data can the agency afford to lose? What happens to 
calls, notes, unit activity, timestamps, status changes, reports, and later reconstruction? A four-
hour RPO may sound reasonable in a contract. It may feel different if those four hours include a 
major incident.

Understanding RTO
Recovery time objective, or RTO, describes how long it is expected to take to restore service. If the 
RTO is four hours, the recovery target is four hours. If it is measured in days, the agency needs to 
know that before it signs.

RTO is also operational. How long can dispatch operate without CAD? How long can field 
responders operate without mobile updates? How long can records, corrections, or reporting 
remain unavailable? The vendor can define a technical recovery target. The agency must define 
how it operates until that target is met.
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RPO and RTO Must Be Read Together
A system could recover quickly but lose more data than expected. Another could preserve data well 
but take too long to restore. Both outcomes matter.

Agencies should ask vendors to explain recovery by scenario, not only by number. Routine failure, 
data corruption, cyber incident, regional outage, vendor platform issue, and agency connectivity 
failure may produce different outcomes.

Testing Proves the Plan
A disaster recovery plan that has not been tested is not enough. Documentation matters, but 
testing reveals unclear roles, missing access, incomplete procedures, failed assumptions, and 
communication gaps.

A vendor test may show that systems can be restored or failed over. An agency exercise may show 
whether public safety operations can continue while that happens. Both matter. Even a tabletop 
exercise can help leadership understand who does what, how communication works, and whether 
fallback procedures are realistic.

Failover Is Not Always Automatic
Failover can mean different things. Some systems fail over automatically. Others require a manual 
decision. Some have warm standby environments. Others restore from backup. Some recover core 
services before connected services.

Agencies should know what failover means in their environment, who initiates it, what conditions 
trigger it, which services are included, how it is tested, and what operations should do during the 
transition.

Disaster Recovery Is Not Continuity of Operations
Disaster recovery restores technology. Continuity of operations keeps the mission going. The 
vendor may recover the hosted system, but the agency must know how calls are entered, units are 
tracked, times are recorded, updates are communicated, field responders are notified, and 
information is reconciled after restoration.

Those answers belong to the agency. The vendor can support recovery, but the agency must own 
continuity.

Recovery Belongs in the Contract
Recovery expectations should not depend on sales conversations or informal email. Agencies 
should understand the stated RPO, stated RTO, covered services, exclusions, testing frequency, 
whether results are shared, how recovery is communicated, and what responsibilities remain with 
the agency.

RPO and RTO should not be decorative terms. They should mean something.

Agencies should also remember that RPO and RTO are targets unless the contract defines them as 
enforceable commitments, explains exclusions, and describes any remedies.
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Cost and Alignment
Better recovery usually costs more because it requires infrastructure, replication, monitoring, 
testing, and operational maturity. Not every system needs the same level of recovery. CAD, 
however, is not an ordinary system, and its recovery expectations should reflect its role in 
emergency response.

The agency’s recovery expectations, vendor architecture, contract language, budget, and fallback 
procedures should all point in the same direction. If leadership expects one-hour recovery, the 
contract should not quietly allow two days. If operations cannot tolerate significant data loss, the 
RPO should not be vague.

What Agencies Must Ask
At minimum, agencies should understand:

 The stated RPO and RTO, including exclusions.
 Which services are covered.
 How backups and disaster recovery are tested.
 The recovery method and whether agency participation is expected.
 How recovery is communicated during an incident.
 What the agency must do during recovery.
 How manual data reconciliation and after-action review will occur.

The real test of disaster recovery is not whether the vendor can describe it. The real test is whether 
the agency can rely on it. For public safety, the question is not simply whether backups exist. The 
question is whether the agency can continue the mission, recover the system, protect the data, and 
restore normal operations within a timeframe it can accept.
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Chapter 8

Connectivity Becomes Mission-Critical

In the old model, the dispatch center could sometimes continue operating even when outside 
connectivity was limited.

If CAD was hosted locally, users inside the building might still reach the system. The agency might 
lose certain interfaces, remote access, mobile connectivity, or outside services, but the core system 
could remain available to dispatchers on the local network.

That was not true in every environment, but it was true often enough to shape expectations.

Cloud changes that expectation.

When CAD or other public safety systems move to a vendor-hosted environment, connectivity 
becomes part of the operational lifeline. The agency no longer only needs the system to be 
running. It needs a reliable path to reach it.

That path may include local networks, internet circuits, private connections, VPNs, firewalls, 
identity services, wireless networks, mobile carriers, and third-party providers. Agencies do not 
need to list or manage every layer in the same way, but they do need to understand that the path 
matters.

A strong vendor platform does not help if the agency cannot reach it.

That is why connectivity becomes mission-critical in the cloud model.

The Availability Chain
Cloud availability is not just vendor availability.

It is a chain.

The hosted system may be healthy, but agency users still need a working path from their console, 
workstation, tablet, or mobile device to the application. If one part of that path fails, the user 
experience may be the same as an application outage.

This is why agencies must separate two questions:

 Is the vendor system available?
 Can the agency use it?

Those are different questions.

A vendor dashboard may show that CAD is healthy. At the same time, a dispatch center may be 
unable to connect because of a local network issue, circuit failure, firewall problem, authentication 
issue, or provider outage. From the vendor’s perspective, the service is available. From the agency’s 
perspective, it is not usable.

Both views are true.
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Agencies should also understand whether identity services, MFA, or single sign-on create 
dependencies that need their own continuity planning.

The agency needs to plan for that difference.

This does not mean the agency should distrust vendor availability statements. It means the agency 
should understand the full availability chain well enough to identify where its own risk exists.

Redundancy Is No Longer Optional
When connectivity becomes part of the public safety operating model, redundancy becomes more 
important.

A single connection may be acceptable for some business functions. It is harder to justify for 
mission-critical public safety operations.

Agencies should consider redundancy at multiple levels:

 Multiple circuits.
 Diverse providers.
 Separate physical paths when possible.
 Backup dispatch locations.
 Wireless or cellular contingency options.
 Redundant network equipment.
 Clear failover procedures.

Not every agency will be able to implement every option. Budget, geography, building constraints, 
vendor requirements, and local provider availability all matter. But agencies should at least 
understand where single points of failure exist.

A redundant circuit that enters the same building through the same path may not be as redundant 
as it appears.

Two providers may still depend on the same upstream infrastructure.

A backup connection may exist but never have been tested under real operating conditions.

A failover device may work technically but not support the performance needed for dispatch 
operations.

Redundancy must be practical, not just documented.

A perfect network is not realistic. The goal is to reduce the likelihood that one failure can isolate the 
agency from its critical systems.

Bandwidth Is Not the Only Question
Connectivity planning often begins with bandwidth.

Bandwidth matters. Agencies need enough capacity to support dispatch users, mobile users, 
related applications, updates, reporting, voice or video where applicable, and other business traffic 
sharing the same network.

But bandwidth is not the only issue.
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Latency, packet loss, jitter, route stability, firewall performance, authentication paths, VPN 
reliability, and provider support all affect the user experience. A connection may have enough 
bandwidth and still perform poorly for a real-time public safety application.

For dispatchers, the experience is what matters.

If screens load slowly, updates lag, maps hesitate, or sessions disconnect, the fact that the circuit 
has enough advertised bandwidth will not be reassuring.

Agencies should test performance from the actual locations and networks that will use the system. 
A vendor demonstration from a controlled environment is useful, but it is not the same as testing 
from the agency’s dispatch floor, backup center, records area, mobile environment, and remote 
locations.

Cloud readiness should include real-world connectivity validation.

The Dispatch Center Is Not the Only Location
Public safety systems are no longer used only from one room.

Dispatch may be the center of CAD operations, but many agencies also have backup centers, 
administrative users, records staff, command staff, field responders, fire stations, substations, 
mobile users, partner agencies, and remote access needs.

When systems move to the cloud, agencies should understand how each location or user group 
connects.

The primary dispatch center may have strong connectivity. A backup center may not. A fire station 
may rely on a different network. A mobile user may depend on carrier coverage. A records unit 
may use a separate building connection. A partner agency may have different security 
requirements.

The agency does not need to overcomplicate the planning, but it should avoid assuming that 
because one location works, all locations are ready.

This is especially important for backup operations.

A backup center is only useful if it can actually reach the systems needed to operate. It should not 
be treated as ready simply because workstations are present. Connectivity, authentication, 
printing, phones, radios, user access, and workflow all need to be considered.

The cloud model can make remote and backup access easier in some cases.

But only if it is planned and tested.

Mobile and Field Connectivity
Field responders experience connectivity differently than dispatch.

They move through coverage areas. They rely on mobile carriers, vehicle equipment, agency 
networks, Wi-Fi, and sometimes offline workflows. Their connectivity may change block by block, 
building by building, or scene by scene.
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Cloud-connected mobile tools can improve access to information in the field. They can allow 
officers, firefighters, EMS crews, and supervisors to receive updates, view incident information, 
access reports, and stay connected across locations.

But field connectivity is uneven by nature.

Agencies should not assume that cloud-hosted systems will perform the same everywhere. 
Coverage gaps, overloaded networks, building interference, device issues, and carrier problems 
can all affect the field experience.

That does not mean cloud is a poor fit for mobile. Mobile operations have always depended on 
connectivity in some form. But agencies should understand the limits and plan for them.

Field users need clear expectations:

 When should they rely on mobile?
 When should they use radio?
 What happens if updates lag?
 What functions are available offline?
 How should they report recurring connectivity problems?
 Who determines whether an issue is device-related, carrier-related, agency-related, or 

vendor-related?

The field experience will never be perfect.

The goal is to prevent unrealistic assumptions from becoming operational risk.

Connectivity and Vendor Responsibility
Connectivity is one of the areas where shared responsibility becomes especially important.

The vendor may define the technical requirements for reaching the hosted environment. The 
agency may provide local network access. A carrier or internet provider may supply the circuit. A 
third party may support security equipment. If something fails, multiple parties may need to work 
together.

That can create confusion unless roles are clear.

Agencies should understand:

 What connectivity model the vendor requires.
 Who supports each connection.
 What monitoring exists.
 How outages are detected.
 How after-hours support works.
 Who contacts providers.
 How vendor and agency teams coordinate during incidents.
 What documentation must be kept current.

The vendor should not be expected to fix an agency’s local network.

The agency should not be expected to troubleshoot a vendor platform without visibility.
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Both sides need enough information to isolate problems quickly.

That requires documentation, escalation paths, and testing before a failure occurs.

Testing Failover
Connectivity redundancy has little value if failover does not work.

Agencies should test what happens when the primary path fails. That testing does not always need 
to be disruptive, but it should be realistic enough to answer the operational question: can users 
continue working?

A failover test should consider more than whether a backup circuit becomes active.

 Can dispatchers still reach CAD?
 Can mobile users continue to receive updates?
 Can authentication still occur?
 Do interfaces continue working?
 Is performance acceptable?
 Do users need to log back in?
 Does the vendor see the agency connection differently?
 Does the agency know when failover has occurred?
 Do support teams receive alerts?

The answers may reveal gaps that are easy to fix before an incident and difficult to fix during one.

Failover should not be a mystery.

If the agency has backup connectivity, operations should know what to expect when it activates. IT 
should know how to confirm it is working. The vendor should know how to support the agency 
during that state.

Testing builds confidence.

It also exposes assumptions.

Connectivity During Cyber Events
Connectivity planning should also consider cyber events.

A cyber incident may require agencies to isolate parts of their network, disable access paths, block 
traffic, reset credentials, or move users to alternate environments. In a cloud model, those 
decisions can affect access to hosted public safety systems.

Agencies should understand how cybersecurity response and operational continuity intersect.

 If a local network is compromised, can dispatch still reach the hosted CAD environment 
from a clean location?

 If credentials are reset, how quickly can critical users regain access?
 If a firewall rule must be changed, who approves it?
 If the agency isolates a building, what happens to dispatch operations?
 If the vendor detects suspicious activity, how is the agency notified?
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Cloud can improve security resilience in some scenarios because the hosted environment may 
remain separate from a local incident. But that benefit depends on identity, access, network 
design, and continuity planning.

Cybersecurity and connectivity cannot be planned separately.

For public safety, they meet during the incident.

The Cost of Better Connectivity
Better connectivity costs money. Redundant circuits, diverse paths, backup locations, cellular 
options, monitoring tools, and network equipment all require funding, staff time, vendor 
coordination, and ongoing testing.

But connectivity is not a minor add-on once critical systems are hosted externally. It is part of the 
public safety system. If one circuit failure could prevent dispatch from reaching CAD, leadership 
should know that before the move. Budget decisions should be made with a clear understanding 
of operational risk.

Connectivity Is Operational, Not Just Technical
Connectivity often sounds like an IT topic.

In the cloud model, it is an operational topic.

Dispatch leaders should understand the basic connectivity assumptions. Command staff should 
understand the risk of single points of failure. Procurement should understand when a vendor’s 
cloud proposal depends on agency network investments. IT should understand the operational 
impact of network design. Field leadership should understand mobile limitations.

Everyone does not need to become a network engineer.

The goal is to make sure the agency understands that the path to the cloud is part of the system.

If that path is weak, the operation is weak.

If that path is redundant, tested, monitored, and supported, the agency is better positioned to 
benefit from the cloud model.

Public safety agencies should ask a simple question:

Can we reach the system when we need it most?

That question deserves the same seriousness as any other part of the cloud transition.
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Chapter 9

Interfaces, Integrations, and the Hidden Complexity

CAD is rarely alone.

It is part of a larger public safety environment made up of connected systems, data flows, 
workflows, agencies, vendors, and users. Some connections are obvious because people rely on 
them every day. Others run quietly in the background until they fail.

When agencies move CAD to the cloud, this connected environment becomes one of the most 
important areas to understand.

The CAD application may be ready to move.

The connected environment may not be.

That is where many cloud transitions become more complicated than expected.

The System Around the System
Public safety leaders often think of CAD as a primary system.

That is understandable. CAD is central to dispatch operations. It is the system people see, use, and 
depend on during live response.

But CAD is also surrounded by other systems.

Some send information into CAD. Some receive information from CAD. Some depend on CAD data 
after the incident. Some support field users. Some support reporting, notifications, records, 
mapping, or state and federal connections. Some are managed by the same vendor. Others are 
managed by third parties.

From the user’s perspective, these connections often feel like part of the same system.

A dispatcher may not care whether an alerting tool is technically separate. A field responder may 
not care which vendor supports a mobile function. Records staff may not care whether a report 
field came from CAD through an interface or was entered manually later.

They care whether the workflow works.

That is why interfaces matter.

An interface failure may not bring CAD down, but it can still disrupt operations. It may force 
manual entry, delay information, increase radio traffic, reduce visibility, or create reconciliation 
work later.

The cloud transition should include the system around the system.

Hidden Dependencies
Interfaces often become hidden dependencies because they work quietly.
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A connection may run for years without much attention. It may have been built during the original 
implementation, modified during an upgrade, or supported by someone who has since changed 
roles. Documentation may be incomplete. Ownership may be unclear. The agency may not think 
about the interface until it stops working.

Cloud transitions expose those dependencies.

When CAD moves, the agency and vendor must understand which connections exist, where they 
run, who supports them, how they authenticate, what network paths they use, and what happens if 
they fail.

This does not mean every leader needs the technical details of every interface.

But the agency should know which connections are operationally important.

There is a difference between an interface that supports convenience and an interface that 
supports immediate response. There is a difference between a report export that can wait and an 
alerting connection that affects dispatch operations. There is a difference between a delayed 
analytics feed and a failure that changes what field responders know.

Agencies should classify interfaces by operational impact.

That classification helps prioritize testing, monitoring, support, and fallback procedures.

The Inventory Problem
Many agencies do not have a complete interface inventory.

They may have a list from the original implementation. They may have vendor documentation. 
They may have network diagrams. They may have contracts with third parties. They may have staff 
who know the important connections from experience.

But the full picture may be scattered.

That becomes a problem during cloud planning.

A good interface inventory does not need to be overly complicated. It should answer practical 
questions:

 What systems connect to CAD?
 What information moves between them?
 Who owns each system?
 Who supports each connection?
 Where does the connection run?
 How is it monitored?
 What happens if it fails?
 Is there a manual workaround?
 Does it need to change for cloud hosting?

Those questions help the agency move from assumption to understanding.

The point is simple.

Avoid surprises before they affect the project or the operation.
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An undocumented interface can become a project delay, support issue, security concern, contract 
dispute, or operational problem. The earlier it is discovered, the easier it is to address.

Ownership Must Be Clear
Interfaces often sit between organizations.

That is why ownership can be difficult.

The CAD vendor may own one side. A third-party vendor may own another. The agency may 
manage the network path. A state system may control access requirements. A regional partner 
may depend on the data. A firewall vendor or managed service provider may support the 
connection.

When everything works, ownership may not matter much.

When something fails, it matters immediately.

 If an interface stops processing, who investigates first?
 Who has logs?
 Who can restart the service?
 Who can confirm whether data was sent or received?
 Who communicates with the third party?
 Who decides whether to activate a manual process?
 Who confirms that delayed information has caught up?

These questions should not be left to the middle of an incident.

Agencies should define ownership for critical interfaces before the transition. That does not mean 
the agency must own the technical fix. It means the agency must know who owns the response.

In public safety, unclear ownership creates delay.

Delay creates risk.

Cloud Changes the Path
Moving CAD to the cloud often changes how interfaces connect.

A connection that once moved across a local network may now need to reach a vendor-hosted 
environment. A local interface server may need to be moved, replaced, secured differently, or 
monitored differently. A third-party vendor may need to update an endpoint. Firewall rules may 
change. Authentication may change. Data flow may change.

Even when the business workflow stays the same, the technical path may be different.

That difference matters because interfaces are often built around assumptions.

They may assume a certain network location. They may assume direct database access. They may 
assume a local server. They may assume a specific file path, port, protocol, or security model. 
When CAD moves, those assumptions may no longer hold.

This is one reason cloud transitions require early interface discovery.



55

The agency should not wait until late in the project to ask whether a critical connection will still 
work.

Some interfaces may move easily.

Others may require redesign, vendor coordination, contract changes, security review, or 
replacement.

The earlier the agency knows that, the better.

Direct Database Access Becomes a Bigger Issue
In many traditional environments, agencies or third parties used direct database access for 
reporting, exports, integrations, or local processes. That access may have solved real business 
needs, but it can also create security, performance, supportability, and upgrade risk.

When vendors limit direct access in the cloud model, the agency should focus on the underlying 
need rather than the old method. Can the need be met through an API, supported export, 
reporting tool, data warehouse, or replicated reporting environment? The goal is to preserve the 
business need without carrying forward unnecessary technical risk.

Testing Must Include the Connected Environment
A cloud transition cannot be tested only by logging into CAD.

The connected environment must be tested too.

A system may appear ready during basic application testing while critical workflows remain 
unvalidated. Users may be able to enter calls, but connected systems may not receive the right 
information. Mobile may work, but status updates may lag. Reports may generate, but data may 
not flow as expected. Alerting may function in one scenario but fail in another.

Testing should reflect real operations.

That does not mean every possible scenario can be tested. Public safety environments are too 
complex for that. But the agency should identify its most important workflows and make sure they 
are validated before go-live.

Testing should include:

 Critical dispatch workflows.
 High-impact interfaces.
 Mobile and field workflows.
 Records-related handoffs.
 Alerting or notification processes.
 Reporting or data export needs.
 Failure and recovery scenarios where practical.

Perfect testing is not realistic.

The goal is informed confidence.

When testing is rushed or too narrow, agencies may go live with unknown risk.
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Monitoring Interfaces
Once the system is live, agencies need to know how interfaces are monitored.

This is often overlooked.

The hosted application may be monitored closely by the vendor, but connected systems may not 
receive the same attention. An interface could fail silently. Data could queue. A third-party 
connection could stop processing. Users may be the first to notice.

For critical interfaces, agencies should understand what monitoring exists and who receives alerts.

 Does the vendor monitor the connection?
 Does the third party monitor it?
 Does the agency monitor it?
 Is there an alert when messages fail?
 Is there an alert when data queues?
 Are errors visible to support staff?
 Are users expected to report failures manually?

Monitoring does not need to be identical for every interface. A low-impact report export may not 
need the same level of alerting as a connection that supports live operations. But the agency 
should make that decision intentionally.

Critical connections should not fail silently.

Manual Workarounds
Every critical interface should have a basic fallback discussion.

 If the connection fails, what happens?
 Can the information be communicated another way?
 Can staff enter it manually?
 Can the workflow continue temporarily?
 How is delayed information reconciled later?
 Who decides when to use the workaround?
 Who communicates the issue to users?

Manual workarounds do not need to be elegant. They need to be realistic.

Some workarounds may be simple. Others may be labor-intensive. Some may only be acceptable 
for a short period of time. Some may require extra staffing or supervisory oversight.

The agency should know the difference.

A workaround that works for thirty minutes may not work for eight hours. A process that works 
during normal call volume may not work during a storm. A manual step that seems minor in a 
meeting may become burdensome during a shift.

Interface planning should include operational reality, not just technical recovery.
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Contract and Cost Implications
Interfaces can affect cost, schedule, and contract scope. A cloud transition may require changes by 
the vendor, third-party vendors, state systems, or the agency’s own network and security teams.

Agencies should ask early whether current interfaces are included, whether any must be rebuilt or 
retired, who pays for required changes, who supports the connection after go-live, and what 
happens if a third-party vendor is not ready. These questions are easier to handle before the 
project is underway than after go-live is approaching.

The Risk of Treating Interfaces as Secondary
Interfaces are sometimes treated as secondary because they are not the main application.

That is a mistake.

In public safety, a connected workflow may be just as operationally important as a core screen in 
CAD. If the connection fails, users may not care that the application itself is technically healthy. 
They care that the information they need is not moving.

Cloud projects can become too focused on the primary application.

Agencies should resist that.

The primary application matters, but the connected environment determines how well the system 
supports real operations.

A system that works in isolation is not enough.

It must work as part of the public safety ecosystem.

Simplifying Where Possible
Cloud transitions can also be an opportunity to simplify. Not every old interface, report, 
workaround, or local process should automatically survive. Some were created years ago for 
problems that no longer exist.

Agencies should carry forward what still supports operations and retire what creates risk without 
clear value. Every important integration should have a purpose, an owner, and a support model. 
Cloud should not simply move old complexity to a new location.

The Connected Mission
Interfaces are not just technical connections.

They are part of how public safety work moves.

A call becomes an incident. An incident becomes a response. A response becomes a report. A 
report may become an investigation, public record, prosecution, analysis, or command review. 
Along the way, information crosses systems, roles, agencies, and vendors.

When those connections work, the agency may not think about them.

When they fail, everyone notices.

That is why interfaces deserve serious attention in the cloud transition.
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Agencies do not need to become integration experts. But they do need to know what depends on 
what, who owns each critical connection, how failures are detected, and how operations continue 
when something breaks.

The cloud transition is not only about moving CAD.

It is about making sure the public safety environment still works when CAD is somewhere else.

That requires discovery, ownership, testing, monitoring, fallback planning, and clear 
communication.

The hidden complexity does not have to become hidden risk.

Not if agencies bring it into the open early enough.
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Chapter 10

Security, CJIS, Auditability, and Trust

Security is often one of the first topics agencies raise when public safety systems move to the 
cloud.

That is appropriate.

Public safety data is sensitive. It may include criminal justice information, personally identifiable 
information, protected operational details, investigative material, officer safety information, 
medical-related context, juvenile records, corrections data, and other information that must be 
handled carefully.

Agencies have a duty to protect that data.

They also have a duty to keep systems available.

Those two duties are connected, but they are not the same.

A cloud environment can be secure and still be unavailable. A system can be compliant with 
important frameworks and still fail operationally. A vendor can have strong controls and still have 
weak communication during an incident. A security program can look mature on paper and still 
leave agencies unclear about access, auditability, recovery, or responsibility.

That is why agencies should think about security in a broader way.

Security is not only about whether a vendor can say the right words.

It is about whether the agency can trust the operating model.

Compliance Matters, But It Is Not the Whole Answer
Agencies should care about applicable CJIS Security Policy requirements, SOC reports, NIST 
alignment, and other security frameworks or audit structures. These are important signals. They 
show that the vendor has thought about controls, policies, processes, access, logging, risk, and 
oversight.

But compliance should not end the conversation.

A vendor may be aligned to CJIS-related requirements, supported by SOC reporting, or mapped to 
NIST controls, and those things may all matter. But compliance does not automatically prove that 
the system will stay available, recover quickly, communicate clearly, or support public safety 
operations during a disruption.

Compliance answers one set of questions.

Operational readiness answers another.

Agencies need both.

The security question is not simply, “Are you compliant?”
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The better question is, “How do your security controls, operational processes, recovery capabilities, 
and communication practices protect our mission?”

That is a different conversation.

It is also a more useful one.

CJIS and Shared Responsibility
CJIS is central to many public safety technology conversations.

Agencies need to understand how the vendor supports CJIS-related requirements, but they also 
need to understand their own responsibilities. A vendor-hosted system does not remove the 
agency’s role in access management, user behavior, policy enforcement, training, device practices, 
and local controls.

This is another example of shared responsibility.

The vendor may protect the hosted environment. The agency still manages who is allowed to 
access it, how users are trained, how roles are reviewed, how credentials are protected, and how 
local practices align with policy.

If the vendor has strong controls but user access practices are weak — for example, shared 
accounts, delayed access removal, or inconsistent permission reviews — the overall security model 
is weaker.

If the agency has strong internal policies but the vendor cannot explain its access controls, logging, 
subcontractor use, or incident response process, the overall model is also weaker.

Security depends on both sides.

Agencies should be careful not to treat CJIS as a single yes-or-no question. The better approach is 
to understand how CJIS-related responsibilities are divided, documented, and monitored.

That understanding should be clear before the system goes live.

Vendor Access
One of the most important security questions in the cloud model is vendor access.

In the old model, agencies often had a better sense of who could reach their environment because 
the environment was local. That sense may not have been perfect, but it felt more direct.

In the cloud model, vendor access becomes more important to understand.

Agencies should know how vendor personnel access hosted environments, how that access is 
approved, how it is logged, how long it remains active, and how it is reviewed. They should 
understand whether access is role-based, whether privileged activity is monitored, and whether 
support access differs from administrative access.

This does not mean agencies need the name of every engineer who may ever support the 
platform.

It does mean they should understand the controls around access.

Vendor access should not feel informal.
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It should be governed.

That is especially important during support events. If a vendor employee accesses agency data to 
troubleshoot an issue, the agency should know that such access is controlled, logged, and limited 
to the need. The same principle applies to subcontractors, cloud providers, managed service 
partners, and any other party involved in operating the environment.

Trust requires visibility.

Not unlimited visibility into every vendor process, but enough visibility to know that access is 
controlled and auditable.

Identity and User Access
Security in the cloud model also depends heavily on identity.

 Who can log in?
 What can they see?
 What can they change?
 How is access approved?
 How is access removed?
 How often are roles reviewed?
 How is MFA enforced?
 How are privileged users handled?

These questions may sound basic, but they are critical.

Many security failures begin with weak identity practices. Old accounts remain active. Shared 
accounts are used for convenience. Permissions accumulate over time. Temporary access becomes 
permanent. Supervisors approve roles without fully understanding what they allow. Users move 
positions but keep prior access.

Cloud does not automatically fix those issues.

In some ways, cloud makes identity even more important because access may no longer be limited 
by physical location or local network boundaries. A user with valid credentials may be able to reach 
the system from more places than before, depending on the model.

That can be useful.

It can also be risky.

Agencies should treat identity as an operational control, not just an IT setting. User access affects 
dispatch, records, investigations, corrections, field operations, administration, and public trust. The 
right people need the right access for the right reasons, and that access needs to be reviewed over 
time.

Identity also has an availability side. If MFA, single sign-on, or an identity provider is unavailable, 
users may be unable to reach a hosted system even when the application itself is healthy. That 
dependency should be included in continuity planning.
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Logging and Auditability
Auditability is one of the areas where a cloud environment can strengthen agency oversight if it is 
designed and managed well.

Agencies should understand what activity is logged, how long logs are retained, who can access 
them, and how they can be reviewed during an investigation, audit, incident, or dispute.

Logging can support many needs:

 Security investigations.
 User activity review.
 Vendor access review.
 Data access questions.
 Incident response.
 Compliance audits.
 Internal accountability.
 Public records or legal processes where applicable.

But logs are only useful if they exist, are protected, and can be understood.

Agencies do not need to review every log directly. In many cases, the vendor may manage the 
logging platform. But the agency should know what is available and how to request or access 
relevant information when needed.

Auditability is part of trust.

If no one can explain who accessed data, when they accessed it, or what changed, the agency has a 
problem. If the vendor controls all visibility and the agency has no meaningful audit path, the 
agency may struggle to answer important questions later.

Public safety agencies should not wait until an incident to ask what logs exist.

Encryption and Data Protection
Encryption is often mentioned in cloud discussions, and it matters.

Agencies should understand whether data is encrypted in transit, whether it is encrypted at rest, 
how keys are managed, and how data is protected during backup, replication, export, and support 
activity.

But encryption should not be treated as a magic word.

Encryption is one control among many. It protects data under certain conditions, but it does not 
replace strong identity, access control, monitoring, vulnerability management, secure 
configuration, backup protection, and incident response.

A vendor saying “the data is encrypted” is not enough by itself.

Agencies should understand the broader data protection model.

 Who can decrypt or access the data?
 How is access controlled?
 Are backups protected?
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 Are exports secured?
 What happens when data is transferred to another system?
 How is data handled at contract termination?

These questions connect security to governance.

They also connect security to operations.

Public safety data has value during live response, after-action review, investigation, records 
management, prosecution, analytics, and public accountability. Protecting it means more than 
storing it safely. It also means making sure it remains available, accurate, auditable, and under 
agency control.

Incident Response
Security incidents require speed, clarity, and coordination.

If a vendor detects suspicious activity, the agency needs to know how it will be notified. If the 
agency detects something unusual, it needs to know who to contact. If access must be disabled, 
credentials reset, traffic blocked, or systems isolated, both sides need to understand their roles.

Incident response cannot be vague.

Agencies should understand:

 What qualifies as a security incident.
 How quickly the vendor must notify the agency.
 Who receives the notification.
 What information will be shared.
 How updates will be provided.
 How law enforcement, CJIS authorities, cyber insurance, or other parties may be involved.
 What happens after the incident is contained.

Some details may depend on the nature of the incident. Early information may be incomplete. That 
is normal.

But the process should be clear.

Security incidents become harder when the agency and vendor are trying to define 
communication, roles, and authority while the incident is unfolding.

That is especially true for public safety because operational continuity may be affected at the same 
time. The agency may need to decide whether to keep using a system, restrict access, move to 
fallback procedures, or coordinate with partner agencies.

Security response and operational response must work together.

Security During Outages
Security and availability sometimes pull against each other.

During an incident, the most secure action may be to restrict access, isolate a system, disable an 
account, block traffic, or delay restoration until the environment is verified. The most operationally 
desirable action may be to restore access quickly.
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Public safety agencies need to understand that tension.

A rushed recovery can create security risk.

An overly cautious recovery can create operational risk.

The right answer depends on the situation, but agencies and vendors should have a decision-
making process before the pressure arrives. Who decides whether systems are safe to use? Who 
approves restoration? Who communicates risk to leadership? Who documents the decision? How 
are public safety operations maintained in the meantime?

This is where compliance alone is not enough.

An agency needs to know how the vendor thinks during real incidents. It needs to know whether 
the vendor can balance security, recovery, communication, and public safety urgency.

That balance is part of vendor maturity.

Security Language in Contracts
Security commitments should be reflected in contract language and supporting documents.

Agencies should pay attention to areas such as:

 Data ownership.
 Vendor access.
 Subcontractors.
 Breach notification.
 Security controls.
 Audit rights.
 Logging.
 Data location.
 Data return.
 Incident response.
 Compliance responsibilities.
 Termination assistance.

The book is not meant to provide a full contract review checklist, and agencies should not rely on a 
general chapter as a substitute for legal, technical, or operational review. But the principle is 
straightforward: if an issue matters during a security incident, outage, audit, or contract 
termination, it should not be left to assumption.

Public safety agencies should not accept vague security language for mission-critical systems.

Security terms should be understandable, reviewable, and connected to operational reality.

Trust Is Earned Through Clarity
The cloud model requires agencies to trust vendors with systems and data that matter deeply.

That trust cannot be built on marketing language.

It is built through clear answers, mature controls, documented responsibilities, tested processes, 
transparent communication, and consistent performance.
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A vendor that can explain security clearly earns more trust than one that hides behind acronyms. A 
vendor that can describe access, logging, recovery, incident response, and shared responsibility in 
plain language is easier for agencies to evaluate. A vendor that treats security as part of 
operations, not a separate compliance box, is better aligned with public safety needs.

Agencies should expect security maturity.

They should also expect operational maturity.

The two belong together.

A secure system that is unavailable for days can still fail the mission.

An available system that is poorly governed can still damage public trust.

A compliant system that cannot be audited clearly can still leave agencies exposed.

Cloud can strengthen public safety security.

But only if agencies understand what security means in the new model.

It is not just compliance.

It is control, accountability, visibility, recovery, and trust.
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Chapter 11

Upgrades, Patching, and Change Management

Change is unavoidable in public safety technology.

Systems must be patched. Security vulnerabilities must be addressed. Features must be improved. 
Defects must be corrected. Infrastructure must be maintained. Integrations must be updated. User 
needs change. Regulatory expectations change. Vendor platforms evolve.

The question is not whether change will happen.

The question is how change will be managed.

Once the vendor operates the environment, change management becomes more important. The 
agency may have less direct control over timing, deployment, and technical execution, while the 
vendor may set release schedules, apply patches, perform maintenance, and introduce changes 
across multiple customers.

The Old Upgrade Rhythm
In the traditional model, upgrades were often treated as projects.

They were planned in advance. They involved schedules, meetings, test environments, vendor 
coordination, downtime windows, user communication, and sometimes significant effort from 
agency IT and operations. Agencies often had a clear sense that an upgrade was coming because it 
required preparation.

That rhythm had problems.

Large upgrades could be disruptive. Agencies could delay them for months or years. Versions 
could fall behind. Technical debt could accumulate. Security patches could become harder to apply. 
New features might remain unused because the agency was not ready for the next version.

But the old rhythm also gave agencies a sense of control: they knew when major change was 
coming, could prepare users, and could schedule around local concerns.

Updates may become smaller, more frequent, more standardized, and more vendor-driven. That 
can reduce the pain of large upgrades, but it also requires agencies to stay aware of change before 
users are surprised by it.

Patching Is a Security Requirement
Patching is not optional.

Public safety agencies cannot expect secure systems if vulnerabilities are allowed to remain 
unaddressed indefinitely. Vendors need the ability to patch operating environments, applications, 
databases, libraries, and supporting platforms. Agencies should want that to happen.

One of the benefits of cloud is that patching can become more consistent.
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Instead of each agency managing its own timing, infrastructure, and upgrade readiness, the 
vendor may be able to apply patches across a more controlled environment. That can reduce 
variation and improve security posture.

But patching must still be managed carefully.

A security patch can affect performance. It can create compatibility issues. It can require downtime. 
It can change behavior unexpectedly. In a public safety environment, even a well-intentioned patch 
needs operational awareness.

Agencies should understand how the vendor handles different types of patches.

Routine patches may follow a standard schedule.

Emergency patches may happen quickly.

High-risk vulnerabilities may require accelerated action.

Some changes may be invisible to users.

Others may affect workflows.

The agency does not need to approve every patch, but it should understand the process well 
enough to prepare for operational impact.

Release Notes Are Not Enough
Vendors often communicate change through release notes.

Release notes are useful, but they are not enough by themselves.

A release note may describe what changed. It may not explain why the change matters 
operationally. It may not identify which user groups are affected. It may not explain whether 
training is needed. It may not call out workflow impact in the way operational users need to 
understand it.

Public safety agencies should translate release information into operational communication.

A technical change may need a plain-language explanation.

A new feature may need a decision about whether to enable it.

A workflow change may need training.

A defect fix may need validation by users who understand the process.

A security patch may need awareness even if it does not change the user interface.

This is a shared responsibility.

The vendor should provide clear release information. The agency should review it through an 
operational lens and communicate what matters internally.

Agencies should not simply forward technical release notes and assume users are prepared.

Maintenance Windows
Maintenance windows are where change becomes visible to operations.
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In a cloud model, maintenance may happen more frequently than agencies are used to. Some 
maintenance may have no user impact. Some may require downtime. Some may affect only certain 
services. Some may carry a risk of extension if the work does not go as planned.

Agencies should understand the vendor’s maintenance model:

 How often maintenance occurs.
 How much notice is provided.
 Whether downtime is expected.
 Whether maintenance counts against availability commitments.
 Whether agencies can influence timing.
 How completion or delay is communicated.
 What happens if maintenance creates an issue.

Public safety agencies operate continuously. There is no perfect maintenance window. But there 
are better and worse times, and agencies should have a voice when operationally significant 
systems are affected.

Maintenance windows should also be understandable.

A notice that says a platform component will be updated may be technically accurate but 
operationally unhelpful. Agencies need to know what users may experience. Will they be unable to 
log in? Will active sessions disconnect? Will mobile be affected? Will interfaces pause? Will reports 
be delayed? Should fallback procedures be prepared?

The more critical the system, the more practical the communication needs to be.

Testing Before Production
Testing is one of the most important parts of change management.

In public safety, testing should not be limited to whether the application launches. It should 
include the workflows that matter to operations.

A vendor may test the platform. The agency may need to test local workflows. Third parties may 
need to test connected systems. Users may need to validate that a change works in practice.

The level of testing should match the risk of the change.

A minor visual update may require little agency involvement.

A change affecting dispatch workflow, mobile communication, report transfer, alerting, or 
authentication requires more attention.

Testing should answer practical questions:

 Does the core workflow still work?
 Are connected systems still passing information?
 Do users understand what changed?
 Is performance acceptable?
 Are permissions still correct?
 Are fallback procedures affected?
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 Is there a rollback plan if something fails?

Testing should not be treated as a formality.

A test environment that does not reflect reality has limited value. A rushed user acceptance 
process may miss operational issues. A test plan written only from a technical perspective may 
overlook how work actually happens in the dispatch center or field.

The people who use the system should have a voice in testing meaningful changes.

Emergency Changes
Not all change can wait.

Security vulnerabilities, system defects, infrastructure issues, and vendor incidents may require 
emergency changes. Agencies should recognize that vendors sometimes need to act quickly to 
protect the environment.

But emergency change should still follow a process.

The process may be faster. It may involve fewer approvals. It may occur outside normal windows. 
But it should still include documentation, communication, validation, and after-action review when 
appropriate.

Agencies should understand how emergency changes are handled.

 Who decides that a change is urgent?
 How is the agency notified?
 What services may be affected?
 How will users know when the change is complete?
 What happens if the emergency change creates a new issue?
 How is the change documented afterward?

Emergency change is where trust becomes important.

Agencies need vendors to act decisively when there is real risk. Vendors need agencies to 
understand that delay can be dangerous. But agencies also need assurance that urgent changes 
are not being handled casually.

Speed and discipline can exist together.

For public safety, they must.

Rollback and Recovery from Bad Changes
Every change carries some risk.

Even well-tested changes can behave unexpectedly in production. A configuration can be wrong. A 
dependency can be missed. A performance issue can appear under real load. A workflow can break 
in a way no one anticipated.

That is why agencies should understand rollback and recovery.

 If a change causes problems, what happens?
 Can the change be rolled back?
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 How quickly?
 Who makes that decision?
 What if rollback creates other risks?
 What if data was changed during the release?
 What if the issue affects only one agency?
 What if the issue affects many customers?

Not every change can be rolled back easily. Some database changes, security patches, or platform 
updates may require a different recovery approach. That reality should be understood before a 
major release, not discovered afterward.

Agencies do not need to control the rollback process, but they should know that one exists where 
appropriate.

They should also know how decisions are communicated.

During a bad release, silence is damaging. Agencies need to know whether the vendor is 
investigating, mitigating, rolling back, applying a fix, or advising fallback procedures.

The technical response matters.

The communication response matters too.

Feature Velocity and Operational Readiness
Cloud can allow vendors to deliver features faster.

That can be a major benefit. Agencies may receive improvements without waiting years for a major 
upgrade. Security enhancements, usability improvements, reporting changes, integration updates, 
and operational tools may arrive more regularly.

But faster feature delivery does not automatically mean better outcomes.

Agencies need to be ready to absorb change.

A feature that improves the product may still require training, policy decisions, workflow review, or 
configuration choices. A feature that looks minor to the vendor may affect how work is performed 
locally.

Agencies should avoid treating every new feature as automatically beneficial.

They should ask whether it supports the mission, whether users are ready, whether policies need 
to change, and whether the benefit justifies the disruption.

Change Fatigue
Public safety staff already work in demanding environments.

Dispatchers manage high-stress calls, radio traffic, staffing challenges, overtime, policy changes, 
and community expectations. Field responders manage risk, documentation, public interaction, 
and operational pressure. Records, corrections, supervisors, and IT teams all carry their own 
workload.

Too much technology change can create fatigue.
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Even when each individual change is reasonable, the cumulative effect can wear people down. 
Users may stop reading notices. Supervisors may struggle to keep training current. IT may spend 
more time explaining changes than planning improvements. Leadership may underestimate how 
much change the organization is absorbing.

Cloud can increase the pace of change.

That pace needs to be managed.

Agencies should have a communication rhythm that helps users understand what matters. Not 
every update needs a meeting. Not every patch needs training. But meaningful changes should be 
explained in a way that respects the people using the system.

People are more willing to accept change when they understand why it is happening, how it affects 
them, and where to go with questions. That makes empathy part of the change process, not a 
substitute for it.

The Agency’s Change Role
In the cloud model, the agency’s role in change management changes, but it does not disappear.

The vendor may operate the platform and control many releases. The agency still needs to 
evaluate operational impact, communicate internally, train users, update procedures, and monitor 
adoption.

Agencies should decide who owns cloud change internally.

 Is it IT?
 Dispatch leadership?
 A system administrator?
 A governance group?
 A combination?

Someone needs to review vendor notices. Someone needs to determine whether the change 
matters. Someone needs to coordinate testing when necessary. Someone needs to communicate 
with users. Someone needs to track issues after release.

Without ownership, change becomes noise.

With ownership, change becomes manageable.

The cloud model works better when agencies establish an internal rhythm for vendor 
communication, release review, testing, and user readiness.

That rhythm does not need to be overly bureaucratic.

It does need to exist.

Change Management as a Maturity Test
A vendor’s change management process reveals a lot about its maturity.

Agencies should pay attention to how vendors communicate change before, during, and after 
deployment.
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 Do notices arrive early enough?
 Are they clear?
 Do they explain operational impact?
 Are maintenance windows predictable?
 Are emergency changes documented?
 Are release notes usable?
 Are defects acknowledged honestly?
 Are rollback or mitigation plans discussed when needed?
 Does the vendor learn from bad changes?

A vendor that manages change well builds trust.

A vendor that surprises agencies, minimizes impact, or communicates poorly creates doubt even 
when the technology itself is strong.

Change management is not a secondary concern.

For public safety cloud, it is part of reliability.

The Goal
The goal of cloud change management is not to avoid change.

Public safety systems need to improve. Security needs to be maintained. Vendors need to 
modernize. Agencies need better tools. The old model of delaying upgrades for years created its 
own risks.

The goal is to make change safer.

That means changes are communicated, tested, understood, supported, and reviewed. It means 
users are not surprised by meaningful workflow changes. It means emergency patches are 
handled with urgency and discipline. It means maintenance windows are predictable. It means 
operational impact is considered before deployment, not after users complain.

Cloud can make public safety software more current, secure, and capable.

But only if change is governed.

For agencies, the question is not whether the vendor can update the system.

The question is whether the vendor and agency can manage change in a way that protects the 
mission.
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Chapter 12

The Human Side of the Transition

Cloud transitions are often described in technical terms.

Hosting. Security. Availability. Recovery. Connectivity. Interfaces. Contracts. Support. Maintenance. 
Monitoring.

All of those things matter.

But public safety technology is used by people.

That means a cloud transition is also a human transition.

Dispatchers must trust the system in front of them. IT staff must adjust to new responsibilities. 
Command staff must understand new risks. Records personnel must adapt to workflow changes. 
Field responders must know what to expect from mobile tools. Procurement and legal teams must 
understand that cloud contracts are not ordinary software agreements. Agency leadership must 
guide the organization through uncertainty.

If the people are not prepared, the technology transition will suffer.

A technically successful migration can still feel like a failure if users are confused, unsupported, 
surprised, or ignored.

Dispatchers Live in the System
Dispatchers experience CAD differently than almost anyone else in the agency.

They do not interact with it occasionally. They live in it.

They rely on it while listening, typing, questioning, dispatching, tracking, updating, and 
coordinating. They develop habits around screen flow, timing, notes, unit status, alerts, mapping, 
and the rhythm of the room. They know when the system feels normal. They also know when 
something feels off.

That experience should be respected.

When CAD moves to the cloud, dispatchers may not care about the hosting architecture. They care 
whether the system is fast, dependable, familiar enough to use under stress, and supported when 
something goes wrong.

A small delay may matter to them.

A changed workflow may matter to them.

A login issue at shift change may matter to them.

A vague explanation from support may matter to them.

Dispatchers should not be treated as end users who simply receive the project after technical 
decisions are made. They are operational experts. They should have a voice in readiness, testing, 
fallback planning, training, and post-go-live review.
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Their concerns may not always be technical.

That does not make them less valid.

IT Does Not Become Less Important
Some agency IT staff may hear “cloud” and wonder whether their role is being reduced.

That concern is understandable.

In the old model, IT may have managed servers, backups, upgrades, storage, patches, database 
support, network paths, and troubleshooting. In the cloud model, some of that work may move to 
the vendor. That can feel like a loss of ownership or influence.

But cloud does not make agency IT less important.

It changes the work.

Agency IT becomes essential in understanding connectivity, identity, device readiness, local 
network health, vendor coordination, cybersecurity alignment, support escalation, and the 
agency’s side of shared responsibility. IT also becomes a translator between vendor technical 
language and agency operational impact.

That translation role is critical.

When a vendor explains an issue in platform terms, someone at the agency needs to understand 
what it means for operations and leadership. When operations reports that something “feels slow,” 
someone needs to help turn that into a supportable incident. When contracts discuss service levels, 
someone needs to understand whether the technical language matches operational needs.

IT may no longer own every layer.

But IT still helps the agency understand the model.

That is not a smaller role.

It is a more strategic one.

Command Staff Must Understand the Risk
Command staff do not need to become cloud architects.

But they do need to understand the operational risk of the cloud model.

They need to know what changes when systems move from agency-hosted to vendor-hosted 
environments. They need to understand availability, recovery expectations, connectivity 
dependency, support escalation, and shared responsibility at a leadership level.

This matters because command staff are often responsible for approving the transition, explaining 
it to elected officials, defending budget requests, supporting policy changes, and answering 
difficult questions when something goes wrong.

If command staff only understand the move as “the vendor is hosting it now,” they may miss 
important risk.

If they understand the operating model, they can lead more effectively.
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They can ask better questions.

They can support the right investments.

They can insist on training and fallback planning.

They can align operational, technical, procurement, and legal teams around the same mission.

Leadership understanding does not require technical depth.

It requires operational awareness.

Records, Corrections, and Administrative Users
CAD may be the center of this book, but other users are affected by the cloud transition as well.

Records staff may depend on CAD data for reports, public records, crash reports, case 
documentation, and downstream workflows. Corrections staff may rely on connected systems for 
custody-related processes. Administrative users may depend on reporting, analytics, billing, 
compliance, or public-facing services.

These users may experience the cloud transition differently than dispatch, but the work remains 
critical. Booking, release, custody decisions, records processing, reporting, and field access all 
depend on systems that are accurate, available, and trusted.

A cloud transition can affect how they access information, how reports are generated, how data 
moves, how downtime is handled, and how issues are supported. If their needs are ignored, the 
agency may discover problems after go-live that could have been addressed earlier.

The goal is not to give every user group equal weight in every decision.

The goal is to understand which workflows matter and make sure they are represented in 
planning.

A transition that works for dispatch but disrupts records may still create agency pain.

A transition that works for the primary system but breaks an administrative process may still affect 
service to the public.

Public safety is connected.

The people who perform connected work should not be invisible.

Field Responders Need Clear Expectations
Officers, firefighters, EMS crews, and other field responders may experience cloud mostly through 
mobile tools.

They may notice whether information arrives quickly, whether updates are reliable, whether maps 
load, whether reports are accessible, whether they can use the system in weak coverage areas, and 
whether downtime changes how they communicate with dispatch.

Field responders do not need a technical explanation of hosting architecture.

They need clear expectations.

 What changes for them?
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 What stays the same?
 What should they do if mobile access is unavailable?
 When should they rely on radio instead?
 How should they report recurring issues?
 What functions are available offline, if any?
 Who communicates during an outage?

Field users are often practical. They care whether the tool helps or gets in the way. If the transition 
improves reliability and access, they may support it. If it creates confusion or inconsistent 
performance, they may lose trust quickly.

Agencies should include field representatives in testing and communication where appropriate.

Not every officer or firefighter needs to be involved in the project. But someone who understands 
field operations should have a voice before decisions are finalized.

Training Is More Than Button-Clicking
Training is often treated as a software task.

Users learn where to click, how to log in, how to complete a workflow, and how to use new 
features.

That matters, but cloud transitions require more than button-clicking.

Users also need to understand what has changed operationally.

 How do they report issues?
 What does degraded performance look like?
 What should they do during an outage?
 How are maintenance windows communicated?
 How will updates be introduced?
 What happens if access fails?
 Who is the first call for support?
 What fallback procedures exist?

Training should prepare people for the new operating model, not just the user interface.

This is especially important if the system looks familiar after the move. A cloud transition may not 
dramatically change the screens users see. That can create a false sense that nothing meaningful 
changed. But behind the scenes, support paths, recovery expectations, maintenance processes, 
and connectivity dependencies may be very different.

If users are not taught the new model, they may respond to problems using old assumptions.

Training should close that gap.

Communication Builds Trust
Communication is one of the most important parts of a cloud transition.

People can handle change better when they understand why it is happening, what it means, and 
how they will be supported.



77

Agencies should communicate early and honestly.

Not every user needs every technical detail. In fact, too much detail can create noise. But users do 
need to know what matters to them.

Dispatchers need to know how operations may be affected.

IT needs to know how responsibilities are changing.

Command staff need to know the risk and readiness picture.

Records and administrative users need to know how workflows may change.

Field responders need to know what to expect from mobile access and outage procedures.

Procurement and legal need to know which issues require stronger language.

Communication should not be a one-time announcement.

It should continue through planning, testing, go-live, stabilization, and post-implementation 
review.

Silence allows rumors to fill the gap.

Clear communication builds confidence.

Resistance Is Information
Every cloud transition will have skeptics.

Some people will resist because they dislike change. Some will resist because they have lived 
through bad technology projects. Some will resist because they do not trust the vendor. Some will 
resist because they understand a real operational risk others have missed.

Leaders should not treat all resistance as negativity.

Resistance can be information.

A dispatcher who worries about performance may be remembering a prior outage. An IT analyst 
who questions architecture may know about a local dependency. A records supervisor who pushes 
back on timing may understand a reporting deadline. A field supervisor who doubts mobile 
reliability may know where coverage fails.

Some concerns will be emotional.

Some will be practical.

Some will be wrong.

Some will be right.

A good transition listens long enough to tell the difference.

The goal is not to let resistance stop modernization. The goal is to use it to improve readiness.

People are more likely to support the transition when they feel heard and when their concerns are 
answered with substance rather than reassurance alone.
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Go-Live Is Not the Finish Line
Many projects treat go-live as the finish line.

For cloud transitions, go-live is more like the beginning of the new operating model.

After go-live, users will discover things that testing missed. Support paths will be exercised under 
real conditions. Performance will be judged by actual use. Maintenance notices will begin to 
matter. Vendor communication will be tested. Agency procedures will either hold up or need 
adjustment.

The stabilization period is important.

Agencies should plan for it.

There should be a process for collecting issues, prioritizing fixes, communicating status, 
supporting users, and reviewing lessons learned. The core operational and technical team should 
have a way to identify what is working and what needs attention.

The first few weeks or months after go-live can shape long-term trust.

If users feel abandoned, they may blame the cloud model even for fixable issues.

If users feel supported, they are more likely to adapt.

The vendor also has a role here. A mature vendor does not disappear after go-live. It helps the 
agency stabilize, understand patterns, resolve issues, and move from project mode to steady 
operations.

Culture Determines Success
Technology transitions often succeed or fail based on culture.

An agency that communicates well, documents responsibilities, involves users, trains honestly, and 
learns from issues will have a stronger transition than an agency that treats cloud as a technical 
handoff.

A vendor that listens, explains, communicates clearly, and respects public safety urgency will build 
more trust than a vendor that hides behind process or jargon.

Culture shows up in small moments.

 Does IT take dispatcher concerns seriously?
 Does the vendor explain issues in plain language?
 Does leadership ask operational questions before signing?
 Does procurement understand that the cheapest option may carry risk?
 Do users report problems early?
 Are after-action reviews used to improve, or only to assign blame?

These behaviors matter.

Cloud does not fix culture.

It reveals it.
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If an agency already has weak communication between IT and operations, the cloud transition may 
expose that weakness. If vendor management is informal, cloud may make that risky. If users are 
rarely included in technology decisions, cloud may deepen distrust.

The transition can be used to improve those habits.

That may be one of its most valuable benefits.

People Protect the Mission
At its core, public safety is still human.

Technology supports the work, but people carry the mission.

A caller does not experience the cloud. They experience the telecommunicator who answers. A 
responder does not experience the hosting model. They experience whether the information they 
receive is accurate and timely. A records requestor does not experience the database. They 
experience whether the agency can provide what they need.

The cloud transition matters because it affects the people doing that work.

If done well, it can reduce burden, improve resiliency, strengthen security, and give users better 
tools.

If done poorly, it can create confusion, frustration, mistrust, and operational risk.

The difference is not only architecture.

It is preparation.

Agencies should prepare their people with the same seriousness they prepare their systems. They 
should explain the change, involve the right voices, test operational workflows, define support 
paths, train beyond the screen, and listen after go-live.

The cloud is technical.

The transition is human.

Public safety agencies that understand both will be better positioned to succeed.
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Chapter 13

Procurement and Contract Review

Cloud changes the importance of the contract. In the old model, an agency may have owned much 
of the environment around the application. In the cloud model, more responsibility shifts to the 
vendor. That makes the contract more important, not less.

The contract becomes one of the agency’s primary tools for defining expectations, accountability, 
service levels, support, security, disaster recovery, data rights, and operational responsibility. It is 
not only a purchasing document. It is part of the operating model.

The Contract Should Match the Mission
Public safety agencies should approach cloud contracts with one practical question: does this 
agreement protect the mission?

No contract can prevent every problem. But a strong contract can clarify expectations before the 
agency is under pressure. It can define what the vendor owns, what the agency still owns, what 
recovery targets apply, how incidents are communicated, how maintenance is handled, how 
support escalates, and how agency data is protected and returned.

A weak contract leaves too much to assumption. It may contain broad promises without 
operational detail, technical language that does not translate to public safety work, narrow 
remedies, unclear exclusions, or vendor flexibility that leaves the agency with uncertainty.

Agencies should not assume that a standard vendor contract was written with their dispatch floor 
in mind.

Procurement Is Readiness
Procurement should not be treated as a purely administrative step. The questions asked during 
procurement shape the agency’s future operating model. If the agency does not ask about disaster 
recovery, support, data return, maintenance, or shared responsibility before signing, it may have 
less leverage later.

A strong process brings together the people who see different risks: procurement, legal, IT, 
operations, finance, and leadership. Not every group needs every meeting, but the major 
operational, technical, financial, and legal concerns should shape the agreement before the agency 
is committed.

Service-Level Agreements
SLAs matter, but the definition matters more than the percentage. Agencies should understand 
what service is covered, what counts as downtime, whether degraded performance is addressed, 
whether maintenance is excluded, whether third-party or agency-side issues are excluded, how 
incidents are measured, how claims are made, and what remedy is available.
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A service credit does not dispatch help. An uptime calculation does not operate a backup center. An 
SLA should be paired with operational procedures, fallback planning, incident communication, and 
recovery commitments.

Disaster Recovery Language
Disaster recovery language should be clear. Agencies should know the RPO, RTO, covered systems, 
exclusions, testing expectations, whether test summaries are shared, what communication occurs 
during recovery, and what the agency must do while recovery is underway.

If a contract says the vendor maintains a disaster recovery plan but does not define what recovery 
means, the agency may not have enough clarity. Disaster recovery should not be a checkbox.

Maintenance and Change
Maintenance terms can have major operational impact. Vendors need the ability to patch, update, 
and maintain the platform, including emergency changes. But agencies should understand notice, 
timing, downtime, exclusions from uptime calculations, emergency communication, extension of 
maintenance windows, and failed-change handling.

If the vendor can introduce new features, alter workflows, modify interfaces, or change user 
experience, the agency should understand the release and communication process. Public safety 
users should not be surprised by meaningful operational changes without notice, training, or 
preparation.

Support and Escalation
Support language is often reviewed too lightly. Agencies should understand support hours, 
severity levels, response targets, escalation paths, after-hours coverage, customer responsibilities, 
and communication expectations.

Severity should consider operational impact, not only technical scope. A problem affecting a small 
number of users may still be critical if those users are dispatchers during an active shift.

Data Ownership and Return
The agency should understand and preserve its rights to its data. Public safety data supports 
emergency response, records, investigations, prosecution, public records, analytics, compliance, 
reporting, corrections operations, and public trust.

The contract should address ownership, access, storage, retention, export, deletion, and return. If 
the agency changes vendors, it should know the format, cost, timeframe, included records, 
treatment of metadata and attachments, backup handling, and deletion process.

Data return should not be an afterthought. It should be part of the agreement.

Security and Incident Notification
Security language should be specific enough to matter. Agencies should understand commitments 
around access controls, encryption, logging, breach notification, subcontractors, auditability, 
compliance responsibilities, and incident response.
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The contract should define how and when the agency is notified of a security incident or breach, 
who receives notice, what information is provided, how updates are handled, and how system 
availability may be affected.

Security is shared. The vendor may protect the hosted environment, but the agency still manages 
users, devices, local access, policies, training, and internal practices. The agreement should make 
that division clear.

Subcontractors and Hosting Providers
Cloud environments often involve more than one company. The vendor may use a cloud provider, 
managed service provider, security partner, data center operator, support vendor, or other 
subcontractor. That is not necessarily a problem, but accountability must be clear.

The agency contracts with the vendor. The vendor should remain accountable for the service it 
provides, even when subcontractors are involved.

Pricing and Long-Term Cost
Cloud pricing can be misunderstood. Agencies should understand the major cost categories before 
they compare proposals:

 Subscription, hosting, user, and storage fees.
 Interface, implementation, support, and data migration costs.
 Premium service levels, renewal increases, and termination or export costs.

Cloud may reduce certain local costs, but it is not automatically cheaper. The goal is to understand 
value, risk, and total cost of the operating model.

Avoid the Sales-to-Contract Gap
A vendor presentation may describe strong resiliency, responsive support, frequent 
communication, smooth upgrades, and mature operations. Those statements may be true, but if 
the contract does not reflect the commitments that matter, the agency may have limited leverage 
later.

Important promises should be captured. The final agreement should match the model the agency 
believes it is buying.

Contract Review Is Mission Protection
For public safety cloud, contract review is mission protection. The contract defines the promises 
that matter when the system is down, when data is needed, when support is slow, when 
maintenance affects users, when a security incident occurs, or when the agency eventually moves 
to something else.

Agencies should not be expected to sign cloud agreements without a clear understanding of how 
the terms affect operations. The contract is one of the agency’s strongest tools for turning trust 
into accountability. It should be used that way.



83

Chapter 14

Readiness: How Agencies Should Prepare Before Moving

A cloud transition should not begin with the first project meeting.

It should begin with readiness.

Readiness means the agency understands its current environment, its operational dependencies, 
its risks, its expectations, and its responsibilities before it moves critical systems to a new operating 
model.

This chapter can support practical pre-migration discussion among agency leadership, IT, 
operations, procurement, and legal reviewers.

Many cloud migrations naturally become vendor-led unless the agency intentionally defines its 
own readiness work. The vendor provides the plan, the agency attends meetings, tasks are 
assigned, and eventually the system goes live.

That approach may get the system moved.

It may not get the agency ready.

Public safety cloud readiness requires more than technical migration. It requires operational 
preparation, contract understanding, network planning, user communication, fallback procedures, 
and leadership alignment.

The agency should remain an active participant, not rely solely on the vendor’s migration plan.

Start with the Current State
Before an agency can evaluate the cloud model, it needs to understand the current model.

That sounds obvious, but many agencies do not have a complete picture of their own environment. 
They may know the main systems, but not every dependency. They may know the primary 
workflows, but not every exception. They may know the vendor relationship, but not every support 
boundary.

Readiness starts by documenting the current state.

 What systems are in use?
 Who uses them?
 Where are they used?
 What workflows are critical?
 What connected systems matter?
 What local dependencies exist?
 What reports, exports, or data processes are relied upon?
 What support processes exist today?
 What fallback procedures are documented?
 What has actually been tested?
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The goal is not to create perfect documentation.

The goal is to understand enough to move safely.

A cloud transition can expose old assumptions. That is not a reason to avoid the transition. It is a 
reason to prepare for it.

Understand the Operational Priorities
Not every system, workflow, or connection has the same operational importance.

Agencies should identify what matters most.

For CAD, live call-taking and dispatch operations are central. But other functions may also be 
critical depending on the agency. Booking and release, custody-related workflows, field access, 
records processing, public records, reporting, and interagency communication may all have 
operational importance.

The urgency may look different from one function to another, but the work remains critical.

Readiness requires agencies to understand which workflows must be protected, which can tolerate 
delay, and which require fallback procedures.

This is where operations must be involved.

IT may understand the systems. Vendors may understand the software. But the people doing the 
work understand the consequences.

A workflow that looks minor in a diagram may be critical during a shift.

A connection that appears secondary may support a high-risk process.

A report that seems routine may be required for compliance, court, public records, or leadership 
review.

Agencies should identify priorities before the transition begins, not during go-live week.

Build the Right Internal Team
Cloud readiness should include the right people.

That does not mean every meeting needs every stakeholder. Too many participants can slow 
progress. But the project should include enough representation to see the full operational picture.

A strong internal team may include:

 Dispatch leadership.
 Agency IT.
 Records leadership.
 Corrections representation where applicable.
 Field operations representation.
 Command staff.
 Procurement.
 Legal or contract support.
 Finance.
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 Public information or communications staff when needed.

The exact team depends on the agency and system scope.

The important point is that cloud should not be handled only by procurement and the vendor, or 
only by IT and the vendor. Operations must be represented. Leadership must be informed. 
Contract and legal issues must be understood. User impact must be considered.

A cloud transition touches too many areas to be managed in a silo.

Review Connectivity Early
Connectivity should be reviewed early, not late.

If the agency cannot reliably reach the hosted system, the cloud model will not perform as 
expected. Connectivity is not a minor technical detail. It is part of the operational design.

Agencies should evaluate primary and backup connectivity, dispatch center access, backup 
locations, mobile needs, provider support, failover processes, and monitoring. They should test 
from real locations and real user environments where possible.

The agency should also understand whether additional investment is needed.

A vendor may provide a strong hosted platform, but the agency may still need better circuits, 
redundancy, firewall changes, endpoint upgrades, or backup access options. Those costs and tasks 
should be identified early enough to plan and budget.

Connectivity surprises late in a project can delay go-live or create risk after go-live.

Inventory Interfaces and Dependencies
Interfaces and dependencies deserve early attention.

The agency should identify which systems connect to CAD or related public safety platforms, who 
owns those systems, who supports the connections, and whether changes are needed for the 
cloud model.

This should include more than obvious interfaces.

Some dependencies may be reports, exports, local processes, authentication paths, printing needs, 
data feeds, alerting tools, or third-party services. The agency does not need to over-document 
every minor detail, but it should identify the dependencies that matter operationally.

The key questions are practical:

 What must continue working?
 Who is responsible for it?
 How will it be tested?
 What happens if it fails?

Cloud transitions become harder when hidden dependencies are discovered late. Early discovery 
gives the agency more options.
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Review the Contract Before the Agency Is Committed
Contract review should happen before the agency is emotionally, politically, or financially 
committed to the move.

Too often, agencies focus on product selection first and contract details later. By the time difficult 
terms are reviewed, the agency may already feel locked in. Leadership may have announced the 
direction. Budgets may have been prepared. Users may expect the project to proceed. Vendor 
leverage may be stronger.

That sequence can weaken the agency’s position.

Agencies should review key contract and service terms early enough to ask meaningful questions 
and request changes where needed.

The review should focus on operationally important areas:

 Availability.
 Disaster recovery.
 Maintenance.
 Support.
 Security.
 Data ownership.
 Data return.
 Shared responsibility.
 Incident communication.
 Pricing.
 Termination.

This does not mean every issue must be resolved before vendor selection. But the agency should 
understand major risk before it commits.

A cloud transition is too important to discover weak contract language after the decision has 
already been made.

Define Success Before Go-Live
Agencies should define what success means before the system goes live.

Success is not simply that the application launches.

Success means the agency can operate confidently in the new model.

That includes technical readiness, user readiness, support readiness, contract clarity, fallback 
procedures, and leadership understanding.

Agencies should ask:

 What must be true for us to consider this transition successful?
 What must users be able to do?
 What performance is acceptable?
 Which workflows must be validated?
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 Which interfaces must be working?
 What support process must be in place?
 What fallback procedures must be ready?
 What communication must be prepared?
 How will we evaluate the first thirty, sixty, and ninety days?

Without a clear definition of success, go-live becomes the only milestone that matters.

That is not enough.

Go-live means the system is in production.

It does not automatically mean the agency is ready.

Prepare Fallback Procedures
Fallback procedures are often discussed but not always practiced.

Cloud readiness should include realistic fallback planning. Agencies need to understand what 
happens when:

 CAD is unavailable.
 Mobile access is unavailable.
 A critical interface fails.
 The agency loses connectivity.
 A maintenance window extends longer than expected.
 Authentication fails.

These questions should be answered in plain language.

Fallback procedures should be usable by the people who need them. They should be available 
when systems are unavailable. They should be trained. They should be reviewed. They should be 
tested where practical.

A fallback plan does not need to be perfect to be valuable.

But it does need to be real.

A plan that no one can find, no one has practiced, or no one trusts will not provide much help 
during an incident.

Prepare Users for the New Model
User readiness is not only software training.

Users need to understand what changes in the operating model.

They need to know how to report issues, what maintenance notifications mean, what degraded 
performance looks like, when fallback procedures apply, how support escalation works, and where 
to go with questions.

Different users need different communication.

Dispatchers may need more operational detail.

IT may need more technical coordination.
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Field users may need practical expectations around mobile access.

Records and corrections users may need workflow-specific guidance.

Command staff may need a leadership summary.

The goal is to give each group the information it needs without overwhelming them.

Users do not need to understand every detail of the cloud architecture.

They need to understand how the change affects their work.

Create a Communication Plan
Communication should be planned.

Agencies should decide how updates will be shared before, during, and after the transition. They 
should decide who communicates with users, who communicates with leadership, who 
communicates with partner agencies, and who communicates with the vendor.

Communication should address:

 Why the transition is happening.
 What is changing.
 What is not changing.
 What users need to do.
 When testing or training occurs.
 How go-live will work.
 How issues will be reported.
 What happens after go-live.

Good communication reduces anxiety.

It also reduces misinformation.

People are more likely to support change when they understand the purpose and feel that 
concerns are being handled honestly.

Silence does not prevent resistance.

It usually increases it.

Test the Transition Operationally
Testing should reflect the way the agency actually works.

Technical testing matters, but operational testing matters too. Users should validate critical 
workflows. Interfaces should be tested. Backup access should be checked. Field connectivity should 
be reviewed where practical. Support escalation should be understood. Fallback procedures should 
be discussed or exercised.

Testing should include people who know the work.

A system administrator may confirm that a function works. A dispatcher may notice that it does not 
work well under real conditions. A records supervisor may notice that a data element is missing. A 
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corrections user may notice that a workflow creates risk during booking or release. A field 
responder may notice that mobile performance changes in a way that affects operations.

Those observations matter.

Testing should not be treated as a box to check.

It should be treated as one of the agency’s best chances to find issues before they affect live 
operations.

Plan for Stabilization
Go-live should be followed by a stabilization period.

The agency should expect some issues. That does not mean the project failed. It means real-world 
use reveals things that planning and testing may miss.

The important question is whether the agency and vendor are ready to respond.

A stabilization plan should define how issues are reported, prioritized, tracked, communicated, and 
resolved. It should identify who is responsible for user support, vendor coordination, leadership 
updates, and post-go-live review.

The first several weeks after go-live can shape user confidence.

If users feel supported, they are more likely to adapt.

If issues disappear into a ticket queue with little communication, trust can weaken quickly.

Stabilization should be planned before go-live.

It should not be invented afterward.

Readiness Is an Ongoing Practice
Cloud readiness is not a one-time project.

After the transition, the agency must continue governing the model.

Contracts must be monitored. Vendor performance must be reviewed. Maintenance notices must 
be evaluated. Users must be trained on changes. Access must be reviewed. Fallback procedures 
must be updated. Disaster recovery expectations must be revisited. Connectivity must be tested. 
Lessons learned must be applied.

The cloud model is ongoing.

That is one of its benefits. Systems can improve more continuously. Security can be maintained 
more consistently. Vendor operations can mature over time.

But ongoing change requires ongoing governance.

Agencies that treat readiness as a pre-go-live task may slowly lose visibility after the transition. 
Agencies that treat readiness as an operating habit will be better positioned for long-term success.

The Agency’s Responsibility to Itself
A vendor can provide a strong cloud platform.
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It can offer mature security, tested recovery, reliable monitoring, disciplined maintenance, and 
responsive support.

But the agency still has a responsibility to itself.

It must understand what it is buying.

It must prepare its people.

It must review its contract.

It must document its dependencies.

It must test its assumptions.

It must know how it will operate when something goes wrong.

Cloud can reduce certain burdens, but it does not remove the need for agency leadership.

Readiness is how the agency protects the mission before the transition begins.



91

Chapter 15

What Good Looks Like

This section has not argued that every public safety agency must move to the cloud immediately. It 
has also not argued that cloud is too risky for public safety. The better point is more practical: 
cloud can be a strong model when it is understood, governed, contracted, implemented, and 
supported properly.

Cloud can reduce local infrastructure burden, improve resiliency, strengthen security, support 
more consistent updates, and make disaster recovery more realistic. It can also create new risk 
when agencies move without clarity. The difference is not the word cloud. The difference is the 
operating model.

Clarity
A strong cloud transition begins with plain-language understanding. The agency knows what is 
moving, what is changing, what remains the same, what the vendor owns, what the agency owns, 
and what is shared. There is no assumption that cloud means resilient, that compliance means 
operationally ready, or that the vendor has everything covered without explanation.

That clarity should reach the right people. Dispatch leadership understands operational impact. IT 
understands its new role. Command staff understands risk and value. Procurement understands 
the contract issues. Users understand what changes for them. The vendor can explain its 
responsibilities without hiding behind technical language.

Documented Shared Responsibility
In a strong model, shared responsibility is practical, documented, and understood before pressure 
arrives. The vendor knows what it must operate, monitor, secure, maintain, recover, and 
communicate. The agency knows what it must manage, prepare, test, govern, and communicate 
internally.

The key areas have owners: connectivity, access, interfaces, disaster recovery, change 
management, support escalation, security, and data governance. Some responsibilities may be 
shared, but shared should never mean unclear.

Operational Availability
A mature cloud model defines availability in operational terms. The agency does not rely only on a 
percentage in a contract. It understands whether users can reach the system, whether critical 
workflows can continue, what happens during degraded service, what depends on agency 
connectivity, and how maintenance affects operations.

This does not eliminate risk. It makes risk visible enough to plan for it.

Tested Recovery
Disaster recovery should be more than a promise on paper. The agency knows the RPO, the RTO, 
which services those targets apply to, how recovery is tested, and what operations must do while 
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recovery is underway. The vendor has a recovery process. The agency has continuity procedures. 
Both sides understand how they work together.

A backup is not enough. A disaster recovery statement is not enough. Good looks like evidence.

Security With Auditability
A mature cloud model treats security as more than compliance language. Compliance matters, but 
agencies also need access control, logging, auditability, encryption, incident response, vendor 
access governance, data protection, and clear responsibility. The agency understands how its data 
is protected, who can access it, how access is logged, and how incidents are communicated.

Security should protect data. Auditability should protect trust.

Disciplined Change
Cloud can make public safety software more current, secure, and capable, but speed must be 
balanced with operational awareness. Updates should be communicated. Maintenance should be 
predictable. Emergency changes should be disciplined. Release notes should be understandable. 
Defects should be acknowledged. Users should not be surprised by meaningful workflow changes.

Good change management does not prevent modernization. It makes modernization safer.

Communication That Helps the Agency Act
In a mature cloud model, vendor communication is timely, clear, and operationally useful. During 
incidents, agencies need to know what is affected, who is affected, whether there is a workaround, 
what they should do, when the next update will arrive, and what was learned afterward.

The vendor does not need every answer immediately. But silence damages trust. Clear 
communication preserves it.

Agency Governance
The agency should not disappear after go-live. It should continue reviewing vendor performance, 
maintenance notices, support trends, access controls, user feedback, disaster recovery 
expectations, connectivity, and contract obligations. Governance does not need to be heavy, but it 
does need to be intentional.

Someone should own the relationship. Someone should review changes. Someone should track 
issues. Someone should understand contract commitments. Someone should make sure the 
agency continues learning after incidents, updates, and operational changes.

Prepared Users
A successful transition prepares people for the new model. Dispatchers know what to expect. IT 
knows its role. Records and corrections users understand workflow impacts. Field responders 
understand mobile expectations. Supervisors know how to report issues. Leadership knows how to 
interpret risk.

Users do not need every technical detail. They need to know how to operate.
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Simpler Where Possible
Cloud should not simply move old complexity into a new environment. A good transition gives 
agencies a chance to review old interfaces, retire unused reports, question local workarounds, 
clean up roles and permissions, improve documentation, update fallback procedures, and clarify 
escalation paths.

Not everything should be standardized away. Public safety has local needs, and some complexity 
exists for good reasons. But unnecessary complexity should not be preserved simply because it 
has always existed.

Better Public Safety Outcomes
The public may never know whether CAD is hosted locally or in the cloud. In many ways, that is the 
point. The caller, the responder, the records requestor, the person in custody, and the family 
waiting for information care whether public safety works.

A good cloud transition should support more resilient systems, stronger security, better recovery, 
more reliable access, clearer accountability, and better service to the public. The technology is not 
the mission. It supports the mission.

The agency perspective comes first because the agency remains accountable to its community. The 
vendor may host the system. The cloud provider may provide infrastructure. The contract may 
define commitments. But the agency must still govern the model, prepare its people, protect its 
data, test its assumptions, and keep the mission at the center.

That is what good looks like.
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Part II

Behind the Curtain: The Vendor Perspective

What Agencies Need to Understand About the Other Side of the Transition

Public safety agencies often experience the cloud transition from the outside.

They see the proposal, the contract, the project plan, the migration schedule, the maintenance 
notices, the support process, and the system in front of their users. They hear the vendor describe 
hosting, security, availability, disaster recovery, monitoring, and modernization. They may see 
diagrams, service descriptions, and sales language.

But they do not always see what is changing behind the curtain.

That matters.

When public safety software moves to the cloud, the vendor is not simply changing where servers 
live. A mature cloud model requires the vendor to change how it operates. It affects staffing, 
support, monitoring, security, release management, architecture, incident response, 
communication, customer expectations, and accountability.

The agency’s experience changes because the vendor’s responsibility changes.

That does not mean agencies should feel sorry for vendors. Vendors choose to offer cloud services, 
charge for them, and accept the responsibilities that come with them. Public safety agencies 
should expect maturity, transparency, and accountability from any vendor hosting critical systems.

But agencies make better decisions when they understand the vendor side of the transition.

A vendor that once delivered software projects may now need to operate a live service 
continuously. A vendor that once helped agencies maintain local systems may now be responsible 
for hosting many customer environments. A vendor that once coordinated occasional upgrades 
may now manage frequent releases, emergency patches, security updates, and infrastructure 
changes. A vendor that once supported incidents after a customer called may now be expected to 
detect issues before customers notice them.

That is a different business.

It is also a different risk profile.

The vendor perspective is included in this book not to shift attention away from the agency, but to 
give agencies a more complete view of the cloud model they are entering. If agencies understand 
what mature vendors must do, they are better prepared to ask the right questions, recognize weak 
answers, and evaluate whether a vendor is truly ready to support public safety in the cloud.

Part I focused on the agency.

Part II looks behind the curtain.
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Chapter 16

Vendors Are Changing Too

Agencies are not the only ones changing during the public safety cloud transition.

Vendors are changing too.

That point is easy to overlook. From the agency’s perspective, the vendor may appear to be the 
experienced party. The vendor presents the product. The vendor describes the hosting model. The 
vendor provides the project plan. The vendor explains security, support, maintenance, and disaster 
recovery. It may sound as though the vendor has already completed its transformation and is 
simply inviting the agency into a finished model.

Sometimes that is true.

Sometimes it is not.

Many public safety vendors are still evolving from traditional software companies into cloud 
operations companies. That shift is significant. It changes how vendors build software, deploy 
updates, monitor systems, support customers, handle incidents, manage infrastructure, and 
communicate with agencies.

A vendor that was strong in the old model may not automatically be mature in the new model.

That does not mean the vendor is bad.

It means the operating model has changed.

Agencies need to understand that difference.

From Installation to Operation
In the traditional model, many vendors operated around projects.

They sold software. They implemented systems. They configured workflows. They supported go-
live. They assisted with upgrades. They responded to tickets. They helped troubleshoot issues. 
They provided patches and new versions.

Much of the operational responsibility remained with the agency or local government.

When something failed, the vendor might help determine whether the issue was application-
related. But the infrastructure often belonged to the customer. The server, storage, backup 
process, local network, and data center were commonly outside the vendor’s direct control.

Cloud changes that.

When the vendor hosts the system, the vendor is no longer only supporting software. It is 
operating a service. That service must be available, monitored, secured, patched, maintained, 
recovered, and communicated around.

The vendor becomes part of the agency’s operational continuity.

That is a much larger responsibility than installing software.
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It requires different staffing, different tools, different processes, and different discipline.

Public Safety Is Not a Normal SaaS Market
Many industries have moved to cloud and SaaS models.

Public safety is different.

A public safety vendor is not hosting a casual business application. It may be supporting systems 
used during emergency calls, dispatch operations, field response, records processing, custody 
workflows, and public-facing services. The tolerance for confusion, downtime, poor 
communication, or weak recovery is lower because the mission is different.

That does not mean every public safety system has the same urgency. It does mean the vendor 
must understand operational context.

CAD is especially sensitive.

When CAD is unavailable or degraded, the agency feels it immediately. The dispatch floor changes. 
Manual procedures may be activated. Field communication may be affected. Supervisors may lose 
visibility. Later reconstruction may be required.

A vendor hosting CAD must understand that the customer is not simply inconvenienced when the 
system has problems.

The agency’s operating environment is affected.

That requires a different kind of vendor maturity.

The Vendor’s Internal Shift
A vendor moving to cloud must develop internal capabilities that may not have been as central in 
the old model.

It needs operational monitoring.

It needs incident response.

It needs security operations.

It needs release discipline.

It needs infrastructure expertise.

It needs customer communication processes.

It needs disaster recovery testing.

It needs documentation that support, engineering, operations, and customers can all understand.

It needs a clear way to separate customer-side issues from vendor-side issues.

It needs a support model that reflects public safety urgency.

Some vendors build these capabilities quickly and well.

Others take longer.
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Agencies should not assume that because a vendor has strong public safety software, it 
automatically has mature cloud operations. Product experience and operations maturity are 
related, but they are not the same.

A vendor may understand dispatch workflows deeply and still be developing its cloud monitoring.

A vendor may have strong application support and still be maturing its incident communication.

A vendor may have a secure hosting model and still need better disaster recovery transparency.

These distinctions matter.

Agencies should evaluate the vendor’s operating model, not only the software.

Standardization Becomes More Important
In the old model, vendors often supported many customer-specific environments.

Agencies may have had different versions, configurations, custom reports, local integrations, 
infrastructure setups, database access patterns, and upgrade schedules. That flexibility had value, 
but it also created support complexity.

Cloud pushes vendors toward standardization.

That can frustrate agencies.

A vendor may say no to a customization that would have been allowed years earlier. It may limit 
direct access. It may require a supported integration method. It may standardize maintenance 
windows. It may push customers toward common versions or common workflows.

From the agency’s perspective, that can feel like lost flexibility.

From the vendor’s perspective, it may be necessary to operate a reliable cloud service.

Highly customized environments are harder to monitor, patch, secure, upgrade, and recover. Every 
exception creates support burden. Every unsupported modification increases risk. Every unique 
deployment can make the vendor’s operating model less predictable.

That does not mean vendors should use cloud as an excuse to ignore legitimate agency needs.

Public safety is local. Agencies have different workflows, laws, policies, staffing models, mutual aid 
arrangements, and operational requirements. Some flexibility remains necessary.

But agencies should understand why standardization becomes more important in the cloud model.

A mature cloud vendor should be able to explain which areas must be standardized, which areas 
remain configurable, and why.

The Vendor’s Risk Increases
When a vendor hosts public safety systems, its risk increases.

The vendor may be responsible for uptime, security, recovery, monitoring, patching, incident 
response, data protection, maintenance, and customer communication. A failure may affect 
multiple agencies. A bad release may reach many customers. A security incident may create broad 
consequences. A cloud outage may damage trust quickly.
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The vendor also carries reputational risk.

In the old model, a vendor could sometimes point to customer infrastructure when issues 
occurred. In the cloud model, the customer expects the vendor to own more of the outcome. Even 
when the cause is outside the vendor’s direct control, the vendor may still be expected to help 
coordinate, communicate, and recover.

That pressure can improve vendor discipline.

It can also expose vendor weakness.

Agencies should look for signs that the vendor understands the seriousness of the responsibility it 
has accepted.

 Does the vendor communicate clearly?
 Does it test recovery?
 Does it monitor proactively?
 Does it define severity in operational terms?
 Does it provide meaningful incident reviews?
 Does it understand public safety workflows?
 Does it invest in operations, not only sales and development?

A vendor that is serious about cloud should be serious about operating the service.

Agencies Should Ask Different Questions
Because vendors are changing, agencies must evaluate more than the software.

The old questions still matter. Agencies still need to know whether the product meets their needs, 
supports their workflows, integrates with required systems, fits the budget, and can be 
implemented successfully.

But cloud adds another layer.

Agencies also need to understand the vendor’s operating model: how the hosted environment is 
monitored, maintained, secured, recovered, updated, supported, and communicated around after 
go-live.

Those questions are not meant to be adversarial.

They simply recognize that the vendor’s role is different.

An agency buying a cloud service is not only buying software.

It is buying the vendor’s ability to operate that software.

Not Every Vendor Is at the Same Stage
Agencies should expect variation.

Some vendors have mature cloud operations. Some are still transitioning. Some have true SaaS 
platforms. Some host customer environments in managed infrastructure. Some use cloud 
providers but still operate in ways that resemble the old model. Some are transparent about this. 
Others use the word cloud broadly.
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The agency does not need to punish vendors for being on a journey.

But it should know where the vendor is on that journey.

A vendor that is honest about its model may be easier to trust than one that overstates maturity. 
Agencies can plan around known limitations. They cannot plan around vague claims.

The key is transparency.

A vendor should be clear when:

 The system is single-tenant, multi-tenant, hosted, SaaS, or somewhere in between.
 Disaster recovery requires manual action.
 Certain services are excluded from the SLA.
 Maintenance may require downtime.
 Direct database access is not supported.
 The architecture or operating model is still evolving.

Agencies can work with honest answers.

They should be cautious around unclear ones.

The Agency Benefit
Understanding the vendor perspective helps agencies make better decisions.

It helps them see why certain limitations exist.

It helps them recognize the difference between a reasonable standard and an unreasonable 
restriction.

It helps them understand why vendor maturity matters.

It helps them ask questions that go beyond features and price.

It also helps agencies become better partners.

A cloud transition works best when both sides understand the operating model. The vendor must 
respect the agency’s mission. The agency must understand the vendor’s responsibilities. Both must 
be clear about what is promised, what is shared, and what must happen when things go wrong.

Vendors are changing because the market is changing.

Agencies should pay attention to how well they are changing.

The future of public safety cloud will not be defined only by software features.

It will be defined by operational maturity.
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Chapter 17

From Software Delivery to Continuous Operations

For many years, public safety software followed a familiar rhythm.

A system was sold. A project began. Requirements were gathered. Configuration occurred. Users 
were trained. Go-live was scheduled. The vendor supported implementation and then shifted into 
ongoing support. Years later, a major upgrade might repeat parts of the cycle.

That rhythm was project-based.

Cloud changes it.

In the cloud model, the vendor is not only delivering software at moments in time. The vendor is 
operating the environment continuously. The work does not end after go-live. In many ways, it 
becomes more important after go-live.

The agency is no longer only asking whether the vendor can implement the system.

It is asking whether the vendor can operate it every day.

That is a different test.

Continuous Operations Requires Discipline
Continuous operations means the vendor must manage the service all the time, across normal 
operations, major incidents, maintenance, security events, customer issues, and unexpected 
failures.

Public safety does not stop because the vendor is between releases.

The operating model must account for that.

A mature vendor needs repeatable processes for monitoring, incident response, patching, release 
management, access control, recovery, customer communication, and after-action review. Those 
processes should not depend entirely on individual heroics.

Good people matter.

Good process matters too.

If the vendor’s cloud operation depends on a few people knowing what to do, the vendor may be 
carrying the same institutional memory risk agencies have experienced locally. Mature operations 
require repeatable practices, documentation, escalation paths, and accountability.

Agencies should look for signs that the vendor has built an operation, not just a hosting 
environment.

Monitoring Should Be Proactive
In the old model, vendors often learned about problems because customers called.
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That may still happen. Users will always notice certain issues first. But in a mature cloud model, the 
vendor should also be detecting problems proactively.

Monitoring should not be limited to whether servers are on.

The vendor should understand the health of the service in ways that connect to customer 
experience. That means watching for availability, performance, capacity, errors, failed transactions, 
and other signs that the system may be degraded before users fully feel the impact.

Agencies do not need every monitoring detail.

They do need confidence that the vendor is watching the right things.

A vendor that says “we monitor 24/7” should be able to explain what that means in practical terms:

 What is monitored?
 Who receives alerts?
 How is severity determined?
 How are customers notified?
 What happens after hours?
 How does the vendor know if the system is degraded but not fully down?

Those questions help agencies understand whether monitoring is real or simply a phrase.

Incident Response Must Be Operationally Aware
Incidents are unavoidable.

Even mature vendors will have problems. Systems fail. Releases create defects. Infrastructure has 
issues. Third-party services go down. Human mistakes happen. Security events occur. Connectivity 
breaks. Performance degrades.

The measure of maturity is not whether a vendor never has incidents.

The measure is how the vendor responds.

For public safety, incident response must be operationally aware.

A vendor should understand the difference between a minor issue and a CAD-impacting event. It 
should understand that degraded service can matter. It should understand that communication 
during an incident is not a courtesy; it is part of the agency’s ability to manage operations.

A mature incident response process should address:

 Detection.
 Triage.
 Severity.
 Escalation.
 Customer communication.
 Mitigation.
 Recovery.
 Post-incident review.



102

The agency does not need to see every internal step. But it should understand enough to know 
how the vendor will behave when pressure arrives.

During an incident, vague communication can cause almost as much frustration as the technical 
problem itself.

Agencies need clear, timely, operationally useful updates.

Support Changes After Cloud
Support also changes in the cloud model.

In the old model, support often involved separating application issues from local infrastructure 
issues. The agency might investigate local systems while the vendor investigated the application. 
The line between the two was not always clear, but the agency had more direct control over many 
layers.

In the cloud model, the vendor controls more of the environment.

That can improve support because the vendor has better visibility into the hosted platform. It can 
also create frustration if the agency feels dependent on a vendor support process that is too slow, 
too generic, or too disconnected from public safety operations.

A mature support model should recognize the difference between routine support and operational 
support.

A configuration question can follow one path.

A degraded CAD event needs another.

An after-hours access issue affecting dispatch should not be treated like a normal business 
application ticket.

Agencies should understand how the vendor defines severity, how escalation works, and how 
operational impact is considered.

Support is not just a help desk function.

For public safety cloud, support is part of the operating model.

Release Management Becomes Continuous
Cloud often changes release management from occasional major upgrades to more continuous 
updates.

That can be positive. Smaller updates may reduce the pain of major upgrades. Security fixes may 
be applied faster. Improvements may reach customers sooner. Vendors may support fewer old 
versions, which can improve reliability and supportability.

But continuous release requires discipline.

The vendor must test changes, communicate impact, manage maintenance windows, handle 
emergency patches, monitor after deployment, and respond quickly if something goes wrong.

A vendor that releases frequently without mature change management can create instability.
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A vendor that never updates can create technical debt and security risk.

The goal is balance.

Agencies should expect vendors to modernize. They should also expect vendors to communicate 
and manage change in ways that respect public safety operations.

The vendor’s release process should not surprise the agency.

Capacity and Scaling
Cloud vendors must also manage capacity.

As agencies add users, data, interfaces, mobile activity, reporting, analytics, and new services, the 
hosted environment must continue to perform. Capacity planning becomes a vendor responsibility 
in ways that may not have existed in the same form before.

This is one of the potential benefits of cloud.

A mature vendor can manage capacity across a broader platform, plan for growth, monitor usage, 
and scale resources more efficiently than many agencies can locally.

But agencies should still understand how capacity is handled.

 If performance degrades, how does the vendor identify whether capacity is part of the 
problem?

 How does the vendor plan for growth?
 Are there limits the agency should know about?
 Does pricing change with usage?
 Are reporting or analytics workloads separated from live operations?

These are not questions every agency leader needs to explore in depth, but they matter during 
evaluation.

Performance is part of trust.

A system that is technically available but consistently slow will not feel mature to users.

Security Operations
Continuous operations also includes security operations.

Security is not a one-time certification or contract exhibit. It requires ongoing attention. 
Vulnerabilities change. Threats evolve. Access must be reviewed. Logs must be monitored. Patches 
must be applied. Incidents must be investigated. Controls must be tested.

A vendor hosting public safety systems should have a security operating model, not just a security 
statement.

Agencies should understand how security work is integrated into the vendor’s operations. How are 
vulnerabilities handled? How are patches prioritized? How is privileged access reviewed? How are 
suspicious events investigated? How are customers notified when security issues may affect them?

The agency does not need to manage the vendor’s security program.
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But it does need to know that such a program exists and is active.

Security maturity is part of operational maturity.

Customer Communication Becomes a Core Function
In the cloud model, communication is not secondary.

It is core.

Agencies depend on vendors for information they may not be able to gather themselves. If the 
vendor controls the hosted environment, the agency needs the vendor to communicate clearly 
about maintenance, incidents, recovery, security, performance, and change.

Communication must be designed, not improvised.

A mature vendor should know:

 Who receives customer notifications.
 When notifications are sent.
 What information is included.
 How severity affects communication.
 How often updates are provided.
 How after-action information is shared.
 How planned maintenance is announced.
 How emergency changes are explained.

Public safety agencies should not have to chase basic information during an incident.

The vendor may not always have the answer immediately. That is understandable. But it should 
have a communication process that respects the agency’s need to make operational decisions.

Operating Many Customers
Cloud vendors often operate environments for many customers at once.

That creates advantages. The vendor can centralize expertise, standardize processes, improve 
monitoring, and learn from issues across the customer base. A fix for one customer may benefit 
others. A security improvement may be applied broadly. Operational maturity can increase over 
time.

But scale also creates risk.

A bad release can affect many customers. A platform issue can have broad impact. Support queues 
can grow during major incidents. Communication must be coordinated. Customer-specific needs 
must be managed without undermining standardization.

Agencies should understand whether their vendor can operate at scale.

 How does the vendor manage incidents affecting multiple customers?
 How are customer priorities handled?
 How does the vendor avoid one customer’s issue affecting others?
 How does it communicate broadly while still addressing agency-specific impact?
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Scale can be powerful.

It must be governed.

Continuous Improvement
A mature cloud vendor should improve over time.

Incidents should produce lessons. Customer feedback should influence operations. Monitoring 
should become better. Releases should become safer. Documentation should improve. Disaster 
recovery should be tested and refined. Security practices should evolve. Support should learn from 
patterns.

Agencies should look for evidence of continuous improvement.

 Does the vendor perform after-action reviews?
 Does it share meaningful root cause analysis?
 Does it improve communication after incidents?
 Does it change processes when weaknesses are found?
 Does it invest in tools and staffing as the customer base grows?
 Does it treat operational maturity as a business priority?

Cloud is not a one-time destination for vendors either.

It is an ongoing operating discipline.

What Agencies Should Take Away
The agency does not need to manage the vendor’s operation.

But it does need to evaluate it.

A vendor that can deliver software is not automatically a vendor that can operate public safety 
cloud services well. Continuous operations require maturity, discipline, staffing, communication, 
monitoring, security, recovery, and accountability.

Agencies should ask about the product.

They should also ask about the operation behind the product.

Because in the cloud model, the agency is not only buying what the software does.

It is buying the vendor’s ability to keep doing it.

Every day.
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Chapter 18

Architecture Choices Agencies Rarely See

Most agency users never see the architecture behind their public safety systems.

They see the application and whether it supports the work in front of them. They notice whether it 
is fast, available, dependable, and connected to the workflows they rely on. They rarely see the 
technical decisions underneath.

In the cloud model, those hidden decisions matter.

Architecture affects availability, recovery, performance, security, scalability, supportability, cost, 
and risk. Agencies do not need to become cloud architects. But they should understand that 
architecture is not an abstract vendor concern. It shapes the agency’s real-world experience.

Not All Cloud Models Are the Same
The word cloud can describe many different models.

Some vendors host customer environments on cloud infrastructure in a way that resembles 
traditional deployments. Some operate single-tenant environments. Some provide multi-tenant 
SaaS platforms. Some use hybrid models. Some host parts of the system while other parts remain 
local or third-party managed.

These models can all be valid.

They also have different implications.

A single-tenant environment may provide more isolation or customer-specific control, but it may 
be harder to update consistently at scale. A multi-tenant platform may support faster innovation 
and standardization, but it may reduce certain customer-specific flexibility. A hosted model may 
reduce local infrastructure burden, but it may not provide the same benefits as a product designed 
from the ground up for SaaS.

Agencies should not get stuck on labels.

They should ask what the model means.

 How is the system operated?
 How are customers separated?
 How are updates applied?
 How is performance managed?
 How is disaster recovery handled?
 How are security controls implemented?
 How does the model affect agency flexibility?

The answer matters more than the marketing term.

Resiliency Is Designed
Resiliency does not happen because a system is in the cloud.
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It has to be designed.

Cloud providers offer tools and infrastructure that can support resiliency, but the vendor still has to 
make architectural decisions. The vendor must decide how services are deployed, how data is 
replicated, how failures are detected, how recovery occurs, and what level of redundancy is built 
into the system.

A system can be hosted in the cloud and still have weak resiliency.

A system can use modern cloud infrastructure and still depend on a manual recovery process.

A system can have backups and still take too long to restore.

A system can be secure and still be operationally fragile.

Agencies should understand the vendor’s resiliency model in plain language.

They do not need every diagram.

They need to know what happens when something fails.

 Does the architecture reduce single points of failure?
 Is recovery automated or manual?
 Are services distributed across resilient infrastructure?
 Are backups and replication aligned with the agency’s expectations?
 Has the recovery model been tested?
 Does the architecture support the RPO and RTO in the contract?

Architecture should connect to operational commitments.

If it does not, the agency is being asked to trust a promise without understanding the design that 
supports it.

Performance Is an Architecture Issue
Performance is not only a user complaint.

It is often an architecture issue.

A system may slow down because of capacity, database design, network paths, inefficient queries, 
shared resources, reporting load, integration behavior, or other factors. Users may not care why it 
is slow, but the vendor’s architecture influences whether the problem is common, rare, easy to fix, 
or difficult to diagnose.

In public safety, performance matters because users work under pressure.

A small delay repeated many times during a shift can change the feel of the system. A slow screen 
during a busy incident can create frustration. A delayed update to mobile can affect confidence. A 
reporting workload that affects live operations can create avoidable risk.

Agencies should ask how the vendor protects operational performance.

 Are live operations separated from heavy reporting or analytics workloads?
 How is capacity monitored?
 How are performance issues investigated?
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 How does the vendor know when users are experiencing slowness?
 How does the architecture support growth?

The goal is not to make agencies responsible for performance engineering.

The goal is to make sure the vendor has thought about performance as part of public safety 
operations.

Security Is Built Into Architecture
Security is also affected by architecture.

How customers are separated matters.

How networks are segmented matters.

How identity is handled matters.

How vendor access is controlled matters.

How logging is designed matters.

How data is encrypted, backed up, exported, and deleted matters.

A vendor can have strong policies but weak implementation. It can also have strong technical 
controls but poor communication or governance. Agencies should look for both.

Architecture should support security by design, not as an afterthought.

That includes reducing unnecessary access, protecting sensitive data, limiting blast radius when 
something fails, monitoring unusual activity, and making audit information available when needed.

Agencies should not need to inspect every technical control directly. But they should be able to 
understand the vendor’s security model at a level appropriate for public safety leadership.

If a vendor cannot explain how security is built into the hosted environment, the agency should 
keep asking.

Monitoring Depends on Architecture
Monitoring is only as useful as what it can see.

If the architecture is designed with strong observability, the vendor can detect problems earlier, 
understand impact faster, and respond more effectively. If visibility is limited, the vendor may 
depend too heavily on customer reports.

Agencies should understand whether the vendor can monitor the service in ways that reflect actual 
customer experience.

 Can the vendor detect degradation?
 Can it see failed transactions?
 Can it identify interface issues?
 Can it distinguish agency-side connectivity problems from vendor-side problems?
 Can it detect performance trends before users complain?
 Can it monitor customer environments consistently?
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Again, agencies do not need every technical detail.

But they should not accept vague monitoring claims without understanding whether the 
monitoring supports operational response.

Monitoring is part of the architecture.

It should be treated that way.

Architecture Affects Support
Support teams can only troubleshoot what the architecture allows them to see and understand.

In a mature cloud model, support should have access to useful operational information. They 
should be able to determine whether an issue is customer-specific, platform-wide, local, vendor-
side, interface-related, or still unknown. They should be able to escalate with enough context for 
engineering or operations teams to act.

Poor architecture can make support harder.

If logs are limited, ownership is unclear, environments are inconsistent, or integrations are poorly 
documented, support may struggle to diagnose problems. The result is slow response, repeated 
questions, unclear status, and frustrated users.

Good architecture makes support better.

It provides visibility.

It standardizes where appropriate.

It makes failure easier to detect.

It gives teams a shared understanding of how the system works.

Agencies experience that as better support, even if they never see the architecture directly.

Architecture Affects Cost
Architecture also affects cost.

Highly resilient environments usually cost more to build and operate. Dedicated customer 
environments may cost more than shared platforms. More frequent replication, stronger 
monitoring, better backup strategies, and additional redundancy all carry cost.

Agencies should not assume the cheapest architecture is sufficient.

They also should not assume the most expensive model is automatically best.

The question is fit.

Does the architecture match the agency’s operational needs, risk tolerance, budget, and recovery 
expectations?

A small agency may not need the same model as a large regional dispatch center. A mission-critical 
CAD environment may require more resiliency than a secondary reporting tool. A multi-agency 
deployment may require different considerations than a single-agency system.

The architecture should support the mission and the contract.
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If cost is reduced by accepting longer recovery, less redundancy, limited monitoring, or narrower 
support, the agency should understand that tradeoff.

Agencies Should Expect Plain-Language Explanations
Architecture can become technical quickly.

Agencies should not need to decode a vendor’s design without help. A mature vendor should be 
able to explain its architecture in plain language and connect it to agency concerns.

 Where is the system hosted?
 How is it protected?
 How is it monitored?
 How is data backed up?
 How is recovery handled?
 How are customers separated?
 How are updates deployed?
 How does the design reduce risk?
 What are the known limitations?

These are reasonable questions.

Agencies should not demand details that create security risk or expose proprietary designs 
unnecessarily. But they should expect enough transparency to make informed decisions.

A vendor that cannot explain architecture plainly may not understand the agency’s need for 
operational clarity.

Beware of Architecture by Assumption
One of the biggest risks is architecture by assumption.

The agency assumes cloud means resilient.

The vendor assumes the agency understands the model.

The contract assumes recovery targets are acceptable.

Operations assumes failover is automatic.

IT assumes interfaces are monitored.

Leadership assumes compliance means readiness.

These assumptions can all be wrong.

Architecture should turn assumptions into answers.

That does not require the agency to approve every design decision. It requires enough explanation 
for the agency to understand the implications of those decisions.

The agency should know what it is relying on.

Architecture Is Not the Agency’s Job, But It Is the Agency’s Concern
Agencies do not need to design the vendor’s cloud platform.
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That is the vendor’s job.

But agencies do need to care about the results of that design.

Architecture affects whether the system is available, recoverable, secure, supportable, scalable, 
and usable. Those outcomes affect public safety operations. Therefore, architecture is not only a 
vendor concern.

It is an agency concern.

The agency does not need to ask like an engineer.

It should ask like an accountable public safety organization.

 What happens if something fails?
 How quickly can we recover?
 How much data could we lose?
 How will we know what is happening?
 How will users be affected?
 What do we need to do on our side?

Those questions make architecture operational.

That is where agencies should focus.
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Chapter 19

Why Vendors Sometimes Say No

One of the most noticeable changes in the cloud model is that vendors may say no more often.

No to direct database access.

No to unsupported customizations.

No to unusual integrations.

No to customer-specific upgrade timing.

No to local modifications.

No to one-off processes that worked in the old model.

For agencies used to local control, this can be frustrating.

It may feel like the vendor is becoming less flexible. It may feel like the agency is losing influence. It 
may feel like a product that once adapted to the agency now expects the agency to adapt to it.

Sometimes that frustration is justified.

Vendors can over-standardize. They can use cloud as a reason to avoid difficult work. They can 
dismiss legitimate public safety needs as exceptions. They can prioritize internal efficiency over 
customer reality.

But sometimes the vendor says no for good reasons.

Agencies should understand the difference.

The Cloud Model Depends on Supportability
In a cloud environment, supportability matters more than ever.

A vendor operating many customer environments must be able to monitor, patch, update, secure, 
troubleshoot, and recover the system reliably. The more unique each customer environment 
becomes, the harder that becomes.

Every exception has a cost.

Some costs are financial.

Some are operational.

Some are security-related.

Some show up later during an upgrade, outage, or support incident.

A customization that seems harmless during implementation may become difficult to support 
years later. A direct data connection may work until performance changes. A local workaround may 
interfere with a future release. A unique integration may lack monitoring. A special report may 
depend on data structures the vendor needs to change.
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In the old model, agencies and vendors sometimes tolerated these exceptions because each 
environment was more isolated. In the cloud model, exceptions can create broader operational 
risk.

That is why vendors may push toward supported methods.

Not because flexibility has no value.

Because unsupported flexibility can weaken reliability.

Standardization Can Improve Reliability
Standardization is often unpopular because it sounds like less choice.

But standardization can improve reliability.

When customers are on supported versions, using known configurations, following standard 
integration patterns, and operating within documented processes, the vendor can support them 
more effectively. Monitoring is easier. Testing is more meaningful. Releases are safer. Security is 
stronger. Disaster recovery is cleaner. Support teams have a clearer understanding of the 
environment.

This does not mean every agency must operate identically.

Public safety is too local for that. Agencies need configuration, policy choices, workflow differences, 
local reporting, mutual aid arrangements, and operational flexibility.

But there is a difference between configuration and customization.

Configuration is expected.

Customization changes the system in ways that may create long-term support risk.

A mature vendor should be able to explain that line.

Agencies should ask where flexibility remains and where standardization is required.

Security May Require Limits
Some vendor “no” answers come from security.

Direct access may be limited because it creates unnecessary exposure. Unsupported tools may be 
blocked because they bypass controls. Certain integrations may be rejected because they do not 
meet security requirements. Data exports may require a controlled process. Vendor-hosted 
environments may restrict customer access to underlying infrastructure.

These limits may feel inconvenient.

They may also be necessary.

A public safety cloud environment must protect sensitive data and maintain auditability. Access 
should be intentional. Data movement should be controlled. Administrative privileges should be 
limited. Unmonitored pathways should be reduced.

Agencies should not accept “security” as a vague excuse.

But they should respect legitimate security concerns.
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The right question is not simply, “Can we keep doing this?”

The better question is, “What is the secure and supported way to meet the same business need?”

That keeps the focus on the outcome rather than the old method.

Reliability May Require Limits
Some limits are about reliability.

A vendor may restrict certain types of customer access because they can affect performance. It 
may limit custom scripts, direct queries, unsupported integrations, or unusual workloads because 
those activities can create instability.

In public safety, reliability is not a minor concern.

If a reporting query slows live operations, the agency has a problem.

If a custom integration fails silently, the agency has a problem.

If a local process interferes with a vendor update, the agency has a problem.

Reliability requires discipline.

That discipline may mean saying no to practices that worked in a local environment but do not 
belong in a cloud service.

The agency should still push for its operational needs.

But it should also be willing to reconsider how those needs are met.

Upgrades Require Fewer Exceptions
Cloud vendors need to update systems regularly.

That is one of the benefits of the model. Security patches can be applied more consistently. Defects 
can be corrected faster. Enhancements can reach customers sooner. Vendors can reduce the 
burden of supporting old versions.

But upgrades become harder when every customer is unique.

If one agency has custom code, another has direct database dependencies, another has a special 
integration, and another has delayed upgrades for years, the vendor’s ability to improve the 
product becomes weaker.

The old model often allowed agencies to slow down change.

The cloud model pushes toward more consistent change.

That can be uncomfortable, but it can also reduce long-term risk.

Agencies should understand that some vendor limits are designed to keep the platform 
upgradable. Without that discipline, the cloud model can slowly recreate the same technical debt 
that existed in the old model.

“No” Should Come With an Explanation
A vendor should not simply say no and move on.
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For public safety customers, the explanation matters.

If an agency requests a customization, the vendor should explain whether the issue is security, 
supportability, reliability, architecture, product strategy, cost, or another concern.

The agency may not like the answer, but it should understand it.

A mature vendor should also help identify alternatives.

 If direct access is not allowed, is there an API?
 If a custom report is not supported, is there a reporting tool?
 If a local workflow is not viable, is there a configuration option?
 If an old interface method is no longer supported, what is the replacement path?

The best vendor response is not simply “no.”

It is “no, not that way, and here is the supported path.”

It shows the vendor is protecting the platform without dismissing the agency’s need.

Agencies Should Also Say No
This chapter is not only about vendors saying no.

Agencies should also say no when needed.

No to vague recovery commitments.

No to unclear support escalation.

No to security language that does not explain responsibility.

No to maintenance processes that ignore operations.

No to contracts that do not protect data.

No to cloud claims that are not supported by evidence.

No to go-live if critical workflows are not ready.

No to unnecessary customizations that create long-term risk.

A mature cloud relationship requires both sides to protect the mission.

The vendor protects the platform.

The agency protects the operation.

Sometimes that means the vendor says no to an agency request.

Sometimes that means the agency says no to a vendor proposal.

Both can be appropriate.

The Difference Between Flexibility and Risk
Public safety agencies value flexibility for good reasons.
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Local needs matter. Workflows differ. Multi-agency environments are complicated. State 
requirements vary. Dispatch centers develop practices that reflect their communities, responders, 
and policies.

Vendors should not ignore that.

But agencies should also recognize when flexibility becomes risk.

A process that depends on one person’s knowledge is risky.

A report that depends on unsupported access is risky.

An integration no one monitors is risky.

A customization that prevents upgrades is risky.

A workaround that no one documents is risky.

A cloud transition is a chance to separate necessary flexibility from inherited complexity.

That is valuable work.

It helps agencies carry forward what matters and leave behind what no longer serves them.

Standardization Should Not Erase Public Safety Reality
There is a danger on the vendor side.

A vendor can become so focused on standardization that it loses sight of public safety reality.

Not every agency request is an unnecessary exception. Some reflect legal requirements, 
operational necessity, regional practice, responder safety, records obligations, or corrections 
workflows. A vendor that says no too quickly may damage trust and create real operational gaps.

Standardization should improve reliability, not silence the customer.

A mature vendor listens carefully before deciding.

It asks what problem the agency is trying to solve.

It distinguishes between preference and requirement.

It considers whether a supported configuration can meet the need.

It explains constraints honestly.

It looks for patterns across customers that may justify product improvement.

A good cloud vendor does not treat every local need as a nuisance.

It treats local needs as information.

Then it decides how to meet them without weakening the platform.

The Agency’s Best Response
When a vendor says no, agencies should respond thoughtfully.

They should ask why.

They should explain the operational need.
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They should ask for supported alternatives.

They should consider whether the old process is still necessary.

They should evaluate the risk of insisting on an exception.

They should document the decision.

The goal is not to win every argument.

The goal is to protect the mission.

Sometimes protecting the mission means preserving a necessary workflow.

Sometimes it means accepting a new standard because the old way carried hidden risk.

Cloud requires agencies to become more intentional about these decisions.

That is a good thing.

A Better Conversation
The cloud transition changes the conversation between agencies and vendors.

In the old model, the question may have been, “Can you make the system do this?”

In the cloud model, the question becomes, “Can this be done in a secure, supportable, reliable, and 
sustainable way?”

That is a better question.

It does not eliminate agency needs.

It forces both sides to consider long-term consequences.

A vendor that says yes to everything may create future risk.

A vendor that says no to everything may fail to support public safety reality.

The mature answer is somewhere in between.

Agencies should expect vendors to protect the platform.

Vendors should expect agencies to protect the mission.

The best cloud relationships are built where those responsibilities meet.
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Chapter 20

What Agencies Should Expect from a Mature Cloud Vendor

Agencies should not expect perfection from a cloud vendor.

Perfection is not realistic.

Systems will have issues. Releases will occasionally create problems. Infrastructure can fail. 
Interfaces can break. Security threats will continue to evolve. Communication may not always be as 
fast or complete as agencies would like.

But agencies should expect maturity.

Maturity is different from perfection.

A mature vendor understands its responsibilities, communicates clearly, tests its assumptions, 
monitors its environment, protects customer data, manages change carefully, learns from 
incidents, and respects the public safety mission.

That is what agencies should look for.

Transparency
A mature cloud vendor is transparent about its model.

It can explain how the service is hosted, monitored, secured, maintained, recovered, and 
supported. It does not hide behind vague language or rely only on sales terms.

Transparency does not mean the vendor exposes sensitive architecture details or proprietary 
information unnecessarily. It means the vendor provides enough clarity for the agency to 
understand risk.

Public safety does not need marketing fog.

It needs operational clarity.

Shared Responsibility
A mature vendor helps define shared responsibility.

It explains what the vendor owns, what the agency owns, and what requires both. It does not imply 
that everything is handled by the vendor simply because the system is hosted. It also does not 
push unclear responsibility back to the agency during incidents.

Shared responsibility should be documented, understandable, and usable.

A mature vendor does not treat shared responsibility as a liability shield.

It treats it as an operating model.

Monitoring and Incident Response
A mature cloud vendor monitors the service proactively.
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It does not rely only on customers to report problems. It has visibility into the health of the 
platform and the experience of the agencies using it.

When incidents occur, the vendor responds with discipline.

It detects, triages, escalates, communicates, mitigates, recovers, and reviews. It understands that a 
CAD-impacting event is not an ordinary software ticket. It understands that degraded service can 
matter. It understands that communication during an incident is part of the agency’s ability to 
manage operations.

Good monitoring reduces confusion.

Good incident response preserves trust.

Tested Recovery
A mature vendor tests disaster recovery.

It does not merely claim to have a plan.

It validates recovery processes, reviews results, improves weaknesses, and can explain recovery 
expectations to customers. It understands RPO and RTO, knows which services are covered, and 
can describe what happens during different types of failure.

Agencies should expect recovery commitments to be real.

A disaster recovery plan that has not been tested is not enough for public safety.

Disciplined Change Management
A mature vendor manages change carefully.

It communicates maintenance. It provides useful release information. It handles emergency 
patches with urgency and discipline. It tests before deployment. It monitors after deployment. It 
has a plan when changes go wrong.

Change management is one of the most visible signs of vendor maturity.

Agencies can feel the difference.

A mature vendor does not surprise agencies with meaningful workflow changes. It does not 
minimize operational impact. It does not treat every customer concern as resistance. It recognizes 
that change in public safety affects real work.

Cloud should improve the pace of modernization.

Maturity ensures that modernization does not become chaos.

Security Beyond Acronyms
A mature vendor does not rely only on acronyms.

CJIS, SOC, NIST, and other frameworks matter. Agencies should care about them. But a mature 
vendor can explain what those controls mean in practice.

It can explain access control, logging, vendor access, incident response, vulnerability management, 
subcontractors, data protection, and customer notification in terms the agency can understand.
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Security maturity is not proven by a logo, certificate, or short answer.

It is proven by the vendor’s ability to operate securely and explain clearly.

Data Governance and Auditability
A mature vendor understands that agency data remains agency data.

It can explain how data is stored, protected, accessed, logged, exported, retained, and returned. It 
can describe vendor access controls. It can support audit needs. It can explain what happens at 
contract termination.

Data governance is not only a legal issue.

It is part of operational trust.

Agencies should not have to wonder whether they can retrieve their data, who can access it, or 
how access is logged.

A mature vendor treats public safety data with the seriousness it deserves.

Support That Learns
A mature vendor learns from support patterns.

It does not treat every ticket as isolated. It looks for recurring issues, unclear documentation, 
training gaps, product defects, communication problems, and operational trends.

If incidents reveal monitoring gaps, the vendor improves monitoring.

If support escalations are slow, the vendor improves process.

If customers are confused after releases, the vendor improves communication.

Support maturity is not only response time.

It is learning.

Willingness to Say No Carefully
A mature vendor knows when to say no.

It protects the platform from unsupported customizations, risky access patterns, insecure 
integrations, and practices that would weaken reliability. But it does not say no casually. It explains 
the reason, listens to the agency’s operational need, and offers supported alternatives when 
possible.

A vendor that says yes to everything may create future instability.

A vendor that says no without listening may fail public safety operations.

Maturity means protecting the service while respecting the mission.

Evidence Over Assurance
A mature vendor provides evidence.

Not unlimited evidence. Not proprietary detail. Not unnecessary exposure of sensitive designs.
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But enough evidence to support trust.

Evidence may include service descriptions, security documentation, disaster recovery summaries, 
incident reports, maintenance history, support metrics, audit reports, architecture explanations, 
customer references, or test summaries.

Agencies should value evidence over reassurance.

“We have that covered” is not evidence.

A mature vendor understands the difference.

The Mature Vendor Standard
Agencies should expect a mature cloud vendor to provide:

 Clear explanation of the hosting model.
 Documented shared responsibility.
 Operationally meaningful availability definitions.
 Tested disaster recovery.
 Strong security and auditability.
 Disciplined change management.
 Proactive monitoring.
 Reliable support escalation.
 Clear incident communication.
 Data ownership and return clarity.
 Respect for public safety operations.
 Evidence of continuous improvement.

This is not a wish list.

It is the foundation of trust in the cloud model.

Agencies may not get every answer they want in every area. There may be tradeoffs. Cost, 
architecture, product maturity, and contract scope all matter. But agencies should know where the 
vendor is mature and where risk remains.

That knowledge allows better decisions.

What Agencies Should Remember
The vendor perspective matters because the vendor’s role has changed.

When vendors host public safety systems, they become part of the agency’s operational reality. 
Their monitoring, communication, recovery, security, support, architecture, and change 
management affect the agency’s ability to serve the public.

Agencies should not assume maturity.

They should evaluate it.

A mature vendor does not need to be perfect.

But it should be clear, disciplined, transparent, responsive, and accountable.
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That is what agencies should expect.

That is what public safety deserves.
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Part III

The Public Experience

Why the Transition Matters to the People Public Safety Serves

The public does not experience public safety technology the way agencies and vendors do.

They do not think about hosting models, service-level agreements, recovery time objectives, 
maintenance windows, interfaces, shared responsibility, or cloud architecture.

They experience the result.

A call is answered, and help is coordinated.

Information is available when it is needed, or staff must work around its absence.

A report is accessible, or the process takes longer than expected.

A release process is accurate and timely, or it creates confusion and risk.

A public records request is handled responsibly, or trust is weakened.

Public safety professionals can and do work through system problems. Dispatchers, records staff, 
corrections personnel, field responders, supervisors, and IT teams all know how to adapt when 
technology does not behave as expected.

But the public rarely sees the extra effort required to work around a system issue.

They experience whether the service still feels timely, accurate, reliable, and trustworthy.

For agencies and vendors, the cloud transition can become a conversation about systems. For the 
public, it is always a conversation about service.

That is why this final section matters.

The consumer perspective should not drive the technical design by itself. Most members of the 
public do not know enough about CAD, RMS, corrections, records, or public safety operations to 
define what agencies need. But they do understand reliability, responsiveness, transparency, and 
trust.

They understand whether public safety worked when they needed it.

That is the standard every cloud decision should ultimately support.
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Chapter 21

The Caller Does Not Care Where CAD Is Hosted

When someone calls 911, they are not thinking about the cloud.

They are not thinking about whether CAD is agency-hosted, vendor-hosted, single-tenant, multi-
tenant, SaaS, or running in a particular region. They are not thinking about network paths, disaster 
recovery models, release schedules, or contract language.

They are thinking about what is happening in front of them.

Someone is hurt.

Someone is in danger.

Something is on fire.

A crash has happened.

A person is missing.

A threat is unfolding.

The caller cares that someone answers, understands, gathers the right information, and 
coordinates help.

That is the point of the technology.

CAD matters because it supports that chain of response. It helps the call become an incident. It 
helps the incident become a dispatch. It helps the dispatcher track units, notes, times, status 
changes, and evolving information. It helps field responders receive what they need to act.

The caller may never see CAD, but the caller is affected by whether CAD supports the work well.

Technology Is Invisible Until It Gets in the Way
When public safety technology works, it often disappears.

The caller does not know that the telecommunicator is entering information into CAD. The caller 
does not know which systems are passing location information, mapping data, responder status, 
or call notes. The caller does not know whether the agency is using local infrastructure or a hosted 
platform.

They simply experience the response.

That invisibility is good.

Public safety technology should support the work without becoming the focus.

But when technology becomes slow, unavailable, incomplete, or difficult to use, people inside the 
agency feel it immediately. Dispatchers may activate manual procedures. IT may troubleshoot 
under pressure. Supervisors may adjust operations. Field responders may rely more heavily on 
radio. Records and corrections staff may use fallback processes until the system is restored.



125

Public safety work does not stop simply because technology has a problem.

The people adapt.

But every workaround consumes time, attention, and capacity.

The public may not see that effort. They may not know that staff are working around a system 
issue, reconstructing information, repeating communication, or manually tracking details that the 
system would normally support.

They experience the outcome.

That is why the cloud transition matters.

Not because the public cares about architecture.

Because architecture, operations, support, and recovery can affect how much effort is required to 
maintain service when something goes wrong.

Reliability Becomes Public Trust
Public trust is built through performance over time.

People expect public safety to be there during ordinary days and extraordinary ones. They expect 
agencies to function during storms, major incidents, cyber events, high call volume, staffing strain, 
and unexpected failures.

The cloud can help agencies meet that expectation if it improves resiliency, recovery, security, 
monitoring, and support.

But cloud can also damage trust if the transition creates confusion, dependency, weak 
communication, or outages the agency did not understand before signing.

The public may not distinguish between an agency issue, vendor issue, connectivity issue, or third-
party issue.

They see the agency.

That may feel unfair, but it is reality.

The agency remains the public face of public safety, even when a vendor hosts the system.

That is why agencies must understand the cloud model before they rely on it.

When technology works well, it gives public safety professionals more capacity to focus on 
judgment, communication, coordination, and service.

When technology works poorly, those same professionals often compensate for it.

The goal of the cloud transition should be to reduce the amount of compensation required.

The Caller Is the Reminder
The caller is the reminder that this work is not about technology for its own sake.

A better hosting model is only better if it supports the mission.

A stronger SLA is only useful if it reflects operational reality.
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A disaster recovery plan is only meaningful if the agency can continue serving the public while 
recovery occurs.

Security controls matter because public safety data matters.

Change management matters because users need stable tools during stressful work.

Vendor maturity matters because agencies depend on vendors more directly in the cloud model.

Every technical and contractual question in this book eventually points back to the same place:

Can public safety operate well when someone needs help?

That is the question the caller would ask if they knew enough to ask it.

Agencies should ask it for them.
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Chapter 22

After the Emergency: Records, Reports, Custody, and Trust

Public safety service does not end when the call is closed.

For many people, the next interaction with the agency comes later.

They may need a crash report for insurance. They may request an incident report. They may need 
documentation for court, employment, housing, school, or personal safety. They may be trying to 
understand what happened to a family member. They may be navigating a custody, booking, or 
release process. They may be asking for information during a stressful and confusing time.

These interactions may not always look like the urgency of a live 911 call, but they still matter 
deeply.

They affect trust.

They affect accountability.

They affect people’s lives.

That is why records, corrections, reporting, and public-facing services belong in the cloud 
conversation.

The Records Window Has Moved
The old records window was often physical.

A person came to the agency. They requested a report. They waited for staff to locate, review, 
redact, print, mail, or release information according to policy and law.

Some of that still exists.

But public expectations have changed.

People increasingly expect digital access, electronic requests, online payments, faster turnaround, 
status visibility, and clearer communication. They may not understand why public safety records 
are more complicated than ordinary documents. They may not understand redaction, retention, 
privacy, investigations, juvenile records, victim information, or legal review.

But they know whether the process feels accessible or difficult.

Cloud-connected systems can help agencies improve that experience.

They can support better portals, cleaner workflows, more consistent access, and more resilient 
records operations. But only if the agency has strong governance. Public safety data cannot simply 
be made convenient. It must be accurate, protected, auditable, and released appropriately.

Convenience without governance creates risk.

Governance without accessibility creates frustration.

The agency has to balance both.
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Corrections Work Is Critical
Corrections workflows deserve specific respect.

Booking, classification, housing, medical flags, warrants, holds, release decisions, transport, court 
movement, and custody records all depend on accurate and available information. These are not 
secondary administrative tasks. They involve safety, liberty, legal authority, and operational 
accountability.

A system problem in corrections can create serious consequences.

Staff may have to slow down, verify information through another path, use manual procedures, 
delay a process, or add extra review to protect accuracy. Those workarounds may be necessary 
and appropriate, but they are not free. They consume time, attention, and staffing capacity.

The urgency may look different from a live dispatch event, but the work remains critical.

That is why agencies should include corrections in cloud planning when corrections systems or 
workflows are affected. The same principles apply: availability, security, data accuracy, auditability, 
support, recovery, and fallback procedures matter.

The public may not see the corrections system directly.

But the public depends on it being right.

Data Must Be Trusted
After the emergency, data often becomes the record of what happened.

CAD notes, incident details, unit times, reports, custody records, corrections activity, and related 
documentation may be used for supervision, investigation, prosecution, public records, insurance, 
internal review, media inquiries, litigation, and community accountability.

If the data is unavailable, incomplete, difficult to retrieve, or poorly governed, trust suffers.

Cloud can strengthen data management if it improves security, retention, auditability, access 
control, backup, recovery, and reporting.

But cloud can also create concern if agencies do not understand where data lives, who can access 
it, how it is returned, how it is audited, or what happens when systems are unavailable.

The public may not ask those questions in technical terms.

Agencies must ask them anyway.

Public safety data is not just information stored in a system.

It is part of the agency’s memory.

It must be protected accordingly.

Service Is Part of Trust
People often judge government by the moments they need it.

A person requesting a crash report may not care about the complexity behind the process. A family 
member seeking information may not understand which system owns which record. A person 
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navigating custody information may not know how many agencies, courts, and systems are 
involved.

They experience whether the agency seems reliable, responsive, and responsible.

Technology can help.

It can make records easier to request. It can make information easier to locate. It can improve 
continuity when offices are closed, staff are limited, or local systems are disrupted. It can reduce 
some manual burden and allow staff to focus on review, accuracy, and service.

But technology cannot replace judgment.

Public safety agencies still need policies, people, review, redaction, security, and accountability. 
Cloud should support those responsibilities, not bypass them.

When systems are unavailable or difficult to use, staff often work harder to preserve service. They 
make phone calls, verify information manually, check another source, document outside the 
normal workflow, or delay action until they can confirm accuracy.

That effort matters.

It also proves the point.

Technology should support public safety professionals, not force them to spend unnecessary time 
working around preventable problems.

The better outcome is not simply faster access.

It is responsible access.

That is what public trust requires.
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Conclusion

The Cloud Is Not the Destination

Public safety has always been about trust. A caller trusts that someone will answer. A dispatcher 
trusts the system in front of them. A responder trusts that the information they receive is accurate. 
Records staff, corrections personnel, supervisors, command staff, elected leaders, and the public 
all depend on systems that must work when the work matters.

The move to the cloud does not change that mission. It changes the operating model around it.

Cloud can strengthen public safety when it reduces the burden of aging infrastructure, improves 
security, supports more consistent updates, makes disaster recovery more realistic, and allows 
vendors to operate systems with greater discipline. But cloud does not remove risk. It moves risk 
into new places. It does not eliminate agency responsibility. It changes what agencies must 
understand, verify, and govern.

The Better Outcome

The purpose of moving public safety systems to the cloud is not to make architecture more 
impressive or contracts more complicated. The purpose is to create a stronger operating model for 
the people who depend on public safety work.

A better outcome means the caller receives help without ever needing to know where CAD is 
hosted. It means the responder receives information that is timely and trusted. It means records 
and reports remain available, accurate, and governed. It means custody workflows are not treated 
as secondary. It means the agency can explain what happened, recover from failure, and maintain 
public trust when technology is under stress.

Public safety professionals have always adapted. Dispatchers can work manually. Officers and 
firefighters can rely on radio traffic. Records staff can reconstruct information. Corrections staff 
can continue critical processes under pressure. That resilience should be respected. But adaptation 
should not become the plan. A strong cloud model should reduce unnecessary burden, not simply 
move it onto the people already carrying the mission.

The Agency Still Owns the Mission

The vendor may host the system, but the agency remains accountable to its community. That 
accountability does not mean the agency must operate every server or inspect every technical 
layer. It means the agency must understand the commitments it is accepting, the responsibilities it 
still owns, the risks that remain, and the procedures that protect operations when something goes 
wrong.

Agencies should not move to the cloud as passive recipients of a vendor plan. They should ask 
direct questions, review contracts carefully, involve the right people, test assumptions, prepare 
users, and continue governing the model after go-live.
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Vendors Must Operate Differently

The cloud transition also changes vendors. A vendor is no longer only delivering software, 
performing upgrades, or responding to tickets. In a mature cloud model, the vendor is operating a 
public safety service. That requires monitoring, security operations, incident response, release 
discipline, disaster recovery, customer communication, and continuous improvement.

Agencies should expect that maturity, and they should understand it well enough to evaluate it.

The Public Experiences the Outcome

The public does not experience hosting models, service-level definitions, recovery architecture, or 
shared responsibility charts. People experience outcomes. A call is answered. Help is coordinated. 
Information is available. A report can be requested. A record can be trusted. A custody process is 
handled responsibly. A public safety agency can explain what happened and recover when 
something fails.

That is why the cloud conversation must always return to the mission. The technology matters 
because it supports public safety work. The contract matters because it defines responsibility. The 
architecture matters because it affects availability and recovery. The vendor relationship matters 
because it shapes how the agency operates during stress.

The Better Question

The question is not simply whether an agency should move to the cloud. The better question is: 
what must be true for this move to make public safety stronger?

That question should guide procurement, contract review, implementation, connectivity planning, 
security review, disaster recovery testing, change management, user training, vendor oversight, 
and post-go-live governance.

The Final Standard

The strongest agencies will carry forward the seriousness they brought to the old model without 
carrying forward every old assumption. They will keep their operational knowledge, their local 
understanding, their concern for dispatch impact, their attention to records and custody 
workflows, and their instinct to protect the mission. They will leave behind unsupported 
complexity, undocumented dependencies, and informal responsibility boundaries wherever those 
create unnecessary risk.

Cloud is not the mission. Local ownership was never the mission either. The mission is public 
safety.

If the cloud model helps agencies operate more securely, recover more effectively, communicate 
more clearly, govern more responsibly, and serve the public better, then it is doing what it should 
do.

The final standard is whether the system works when it matters, whether responsibilities are clear 
before something goes wrong, whether people are prepared for the new model, and whether the 
transition makes the agency stronger than it was before.
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That is the move worth making.
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Appendices

Starter Frameworks for Agency Discussion

The appendices are intentionally limited. They are included to help agencies recognize the areas 
that deserve attention during a public safety cloud transition.

They are not complete checklists, assessment worksheets, vendor scoring tools, contract review 
templates, or substitutes for an agency-specific assessment.

Every agency environment is different. CAD dependencies, interfaces, network design, staffing, 
local workflows, vendor contracts, support models, and risk tolerance all vary.

Their purpose is simple:

To help agencies understand where risk may exist, where assumptions may be dangerous, and 
where deeper review may be needed before decisions are finalized.
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Appendix A

Cloud Readiness Areas Agencies Should Understand

Cloud readiness is not just a technical question.

An agency may be able to connect to a vendor-hosted system and still not be fully prepared for 
what changes operationally. The transition can affect dispatch workflows, field access, interfaces, 
local IT responsibilities, support expectations, fallback procedures, training, contracts, and 
leadership communication.

This appendix is not a readiness checklist. It is a plain-language overview of areas agencies should 
understand before, during, and after a public safety cloud transition.

Operational Dependency
Agencies should understand how dependent their daily operations are on CAD and related 
systems.

This does not mean assuming the system will fail. It means understanding what happens if it is 
unavailable, degraded, delayed, or partially functioning.

A mature cloud transition should include a clear understanding of which operations depend on the 
system and how the agency would continue operating during disruption.

Connectivity
When systems move to the cloud, connectivity becomes more important.

The agency may no longer be relying primarily on local servers or internal networks. Access may 
depend on internet circuits, firewalls, VPNs, carrier networks, routing, identity services, and other 
components outside the CAD application itself.

The application can be healthy while users still cannot reach it.

That distinction matters.

Interfaces
Public safety systems rarely stand alone.

CAD may connect to mobile, RMS, JMS, mapping, paging, reporting, state systems, fire systems, 
records tools, regional partners, and other local or third-party systems.

Agencies should understand that interfaces may create risk during a cloud transition, especially 
when ownership, testing, support, and troubleshooting responsibilities are unclear.

Disaster Recovery
Disaster recovery should be understood before it is needed.

Agencies should know that backup, redundancy, failover, recovery time, and data loss are not the 
same thing.
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A vendor may have a disaster recovery strategy, but the agency still needs to understand what that 
strategy means operationally.

During a major disruption, the key question is not only whether recovery is possible. It is what the 
agency experiences while recovery is happening.

Staffing and Support
Cloud does not eliminate agency responsibility.

It may reduce some infrastructure tasks, but it can increase the importance of vendor 
coordination, access management, release awareness, support escalation, internal 
communication, and contract understanding.

Someone inside the agency still needs to own the relationship, understand the expectations, and 
know when something does not look right.

Change Management
Cloud environments often change more frequently than traditional agency-hosted systems.

That can be a benefit, but only if releases, maintenance, training, testing, and communication are 
handled responsibly.

The agency should understand how change will be introduced and how operational users will be 
prepared.

Data Governance
The agency’s data remains one of its most important assets.

Cloud does not change the importance of ownership, access, retention, public records, auditability, 
export, and end-of-contract planning.

Agencies should understand what happens to their data during normal operations, during an 
incident, and if the vendor relationship ends.

Contract Awareness
The contract often defines expectations long before a problem occurs.

Agencies should understand that terms like SLA, maintenance, disaster recovery, support, data 
return, breach notification, and termination assistance have real operational meaning.

A contract should not be reviewed only as a purchase document. It should be understood as part 
of the agency’s risk model.

Closing Note
This appendix is only a starting point.

A meaningful readiness review should be tailored to the agency’s actual CAD environment, 
integrations, network model, operational workflows, staffing structure, and vendor contract.

Public Safety Cloud Standards works with agencies that need deeper review before, during, or after 
a public safety cloud transition.
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Appendix B

Starter Topics for Vendor Conversations

Agencies do not need to become cloud architects to have better vendor conversations.

They do, however, need to understand which topics deserve attention before a public safety 
system moves to a vendor-hosted environment.

This appendix is not a vendor assessment checklist. It is not a complete question bank. It is not 
intended to replace a full technical, operational, or contractual review.

It is a starting point.

The purpose is to help agencies recognize the areas where more discussion may be needed.

Availability
Agencies should understand how the vendor defines availability and what that definition means 
during real operations.

A service level percentage may look simple, but agencies should know whether it reflects the 
experience of dispatchers, field users, records staff, and other users who depend on the system.

At a basic level, agencies should ask how availability is measured and what is excluded from that 
measurement.

Disaster Recovery
Disaster recovery should be discussed before the agency needs it.

Agencies should understand the vendor’s general recovery expectations, how recovery is tested, 
and what the agency would experience during a major disruption.

The most important point is not just whether disaster recovery exists. It is whether the agency 
understands what recovery looks like in practical terms.

Security
Security is one of the most important parts of a cloud transition, but it should not be reduced to 
broad assurances.

Agencies should understand how access is controlled, how activity is logged, how vendor access is 
managed, and how public safety security expectations are addressed.

The details may vary by vendor and deployment model, but the agency should not rely on 
assumptions.

Change Management
Cloud systems often introduce a different rhythm of updates, patches, releases, and maintenance.

Agencies should understand how changes are communicated, how much notice is provided, 
whether users can prepare in advance, and how urgent changes are handled.
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A technically successful release can still create operational disruption if communication and 
training are weak.

Support and Escalation
Support expectations should be clear before an urgent issue occurs.

Agencies should understand how critical issues are reported, how incidents are prioritized, how 
escalation works, and how the vendor communicates during service-impacting events.

Support is not only about opening tickets. It is about ownership, communication, and resolution.

Interfaces
Public safety systems depend on interfaces.

CAD may connect to mobile, RMS, JMS, mapping, paging, fire systems, state systems, reporting 
tools, and other local or regional systems.

Agencies should understand which interfaces are included in the transition, who supports them, 
and how issues will be handled after go-live.

Data
The agency’s data remains one of its most important assets.

Agencies should understand who owns the data, how it is protected, how it can be accessed, how it 
can be exported, and what happens to it at the end of the contract.

These topics should be discussed before the agency needs an urgent answer.

Shared Responsibility
A cloud transition changes responsibilities.

Some responsibilities move to the vendor. Some remain with the agency. Some become shared.

Agencies should understand which responsibilities belong to which party, especially around 
connectivity, access, data, security, disaster recovery, interfaces, testing, and support.

Unclear responsibility creates risk.

Closing Note
The topics in this appendix are not exhaustive. They are meant to help agencies begin more 
informed conversations, not conduct a complete vendor review.

A full vendor evaluation should include deeper technical, operational, contractual, and public 
safety-specific analysis tailored to the agency’s environment, integrations, workflows, and risk 
tolerance.

Public Safety Cloud Standards supports agencies by reviewing vendor models, identifying areas of 
operational risk, and helping public safety leaders understand what vendor answers mean in 
practice.
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Appendix C

Contract Areas That Deserve Extra Attention

A public safety cloud contract should not be viewed only as a pricing document or procurement 
requirement.

It can define what the agency is entitled to expect when systems are unavailable, maintenance is 
scheduled, data is needed, support is escalated, security incidents occur, or the vendor relationship 
ends.

This appendix does not provide a contract review checklist. It does not replace legal review. It does 
not identify every clause an agency should examine.

It simply highlights categories that often deserve closer attention.

Service Level Language
Agencies should understand what the service level agreement actually covers.

A percentage by itself is not enough. The meaning depends on how availability is measured, what 
is excluded, what services are included, and what happens when the commitment is missed.

The operational impact of downtime is often greater than the value of any service credit.

Maintenance Language
Maintenance is necessary in cloud environments, but agencies should understand how it is 
handled.

Planned maintenance, emergency maintenance, notice periods, excluded downtime, and user 
impact can all affect operations.

The issue is not whether maintenance exists. The issue is whether the agency understands when it 
can happen and what it may mean.

Disaster Recovery Language
Disaster recovery commitments should be clear enough that agency leaders understand the 
expected recovery experience.

Terms like backup, redundancy, replication, RPO, RTO, failover, and restore are not 
interchangeable.

If the contract does not clearly define the vendor’s commitments, the agency may not know what it 
can rely on during a major event.

Data Language
The agency should understand its rights to its own data.

This includes ownership, access, export, retention, return, destruction, and end-of-contract 
handling.
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Data questions are easier to resolve before signing than during a dispute, migration, records 
request, or termination.

Security and Breach Language
Security language should explain responsibilities, not just provide reassurance.

Agencies should understand how incidents are reported, how quickly notification occurs, what 
information must be provided, and how responsibilities are divided between the agency, vendor, 
and any subcontractors.

Broad security language may not be enough when a real incident occurs.

Support and Escalation Language
Support language matters most when something is not working.

Agencies should understand how issues are prioritized, how critical incidents are escalated, what 
communication is expected, and whether support obligations reflect public safety urgency.

Support is not only a help desk function. It is part of operational continuity.

Interface Language
Interfaces can be one of the most complicated parts of a cloud transition.

Agencies should understand who is responsible for interface changes, failures, testing, third-party 
coordination, and post-go-live support.

When interface responsibility is unclear, agencies may find themselves caught between vendors 
during an operational issue.

Pricing and Renewal Language
The first-year price may not tell the full story.

Agencies should understand how pricing can change over time, including renewal increases, 
usage-based charges, storage costs, interface fees, support costs, and data export costs.

Cloud contracts should be evaluated for long-term financial impact, not only initial affordability.

Termination Language
No agency wants to plan for the end of a vendor relationship during the beginning of one.

But termination language matters.

Agencies should understand what happens if they leave, how data is returned, how long access 
remains available, what assistance is provided, and what costs may apply.

An exit path should be understood before it is needed.

Closing Note
This appendix is not a contract review process. It is a reminder that public safety cloud contracts 
contain operational risk, not just legal language.
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A full review should be specific to the agency, vendor, system, deployment model, and contract 
structure.

Public Safety Cloud Standards helps agencies understand cloud contract language in operational 
terms so leaders can recognize risk before decisions are final.
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Appendix D

Shared Responsibility Concepts

One of the most important changes in a cloud transition is the shift in responsibility.

In an agency-hosted environment, many responsibilities may be handled locally. Servers, storage, 
backups, access, maintenance, networking, monitoring, interfaces, and escalation paths may all 
feel familiar because they are close to the agency.

In a vendor-hosted cloud environment, that changes.

Some responsibilities move to the vendor.
Some remain with the agency.
Some become shared.

The risk comes when each side assumes the other side owns something important.

This appendix is not a shared responsibility matrix. It is not detailed enough to define responsibility 
for a specific agency or vendor. It is meant to explain the concept.

Connectivity
A vendor may operate the hosted system, but the agency may still depend on local circuits, 
firewalls, routing, VPNs, mobile networks, and internet providers.

If users cannot connect, the cause may not be the CAD application itself.

Agencies should understand where vendor responsibility ends and agency responsibility begins.

Access
The vendor may provide authentication tools, role structures, or security options, but the agency 
often still owns user lifecycle decisions.

New users, departing users, role changes, access reviews, and internal policies remain important.

Cloud does not remove the need for access discipline.

Data
The vendor may store, protect, back up, and manage the environment where data lives.

The agency still needs to understand ownership, retention, records obligations, access policies, 
export needs, and end-of-contract expectations.

Data responsibility is rarely one-sided.

Security
The vendor may manage platform security, monitoring, infrastructure controls, and certain 
technical safeguards.

The agency may still be responsible for users, policies, devices, training, access reviews, and local 
compliance practices.
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Security is shared because risk is shared.

Disaster Recovery
The vendor may design and test recovery capabilities.

The agency may still need fallback procedures, internal communication plans, dispatch continuity 
processes, manual workflows, alternate work locations, and leadership awareness.

A recovered system does not automatically mean the agency was operationally prepared.

Change Management
The vendor may control releases, patches, upgrades, and maintenance windows.

The agency still needs to prepare users, communicate internally, test workflows when appropriate, 
and understand operational impact.

Change can fail operationally even when it succeeds technically.

Interfaces
Interfaces often involve the vendor, agency, third parties, network paths, credentials, firewall rules, 
and business workflows.

Because of that, interface responsibility should not be assumed.

Agencies should understand that unclear interface ownership can create confusion during 
outages, upgrades, migrations, and go-live events.

Support
The vendor may provide the support desk, escalation process, and technical resolution path.

The agency still needs internal triage, clear reporting, escalation authority, and communication to 
users and leadership.

Support works best when both sides understand their role.

Closing Note
Shared responsibility is not about blame. It is about clarity.

A full shared responsibility model should be developed around the specific agency, vendor, 
contract, system architecture, and operational environment.

Public Safety Cloud Standards helps agencies identify responsibility gaps before they become 
operational problems.
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Appendix E

Plain-Language Cloud Terms Agencies Should Understand

Cloud terminology can create confusion because many terms sound clear until they are applied to 
real operations.

This appendix provides plain-language explanations of common terms. It is not a technical 
glossary and should not be treated as a substitute for contract-specific definitions.

The most important question is not, “What does this term mean generally?”

The more important question is, “What does this term mean for our agency, our vendor, our 
contract, and our operations?”

Availability
Availability generally refers to whether a system is usable.

For public safety, the practical question is whether dispatchers, field users, records staff, and other 
operational users can do what they need to do when they need to do it.

SLA
A service level agreement describes a vendor commitment, often related to availability or support.

The percentage matters less than understanding what is included, what is excluded, how it is 
measured, and what happens if the commitment is missed.

Maintenance Window
A maintenance window is a planned period when updates, patches, repairs, or other system work 
may occur.

Maintenance may be necessary, but agencies should understand whether it affects users and 
whether it is excluded from service level calculations.

RPO
Recovery point objective relates to potential data loss during recovery.

Agencies should understand this term because it can affect what information may need to be 
recreated or reconciled after a major incident.

RTO
Recovery time objective relates to how long recovery may take.

Agencies should understand this term because it affects fallback procedures, staffing decisions, 
leadership expectations, and operational continuity.

Disaster Recovery
Disaster recovery is the process of restoring service after a major failure.
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It may involve backups, alternate environments, failover, restoration, communication, and agency 
fallback procedures.

High Availability
High availability usually means a system is designed to reduce downtime.

Agencies should not assume that all high availability designs are the same.

Backup
A backup is a copy of data used for recovery.

Backups are important, but they are not the same as immediate recovery, continuous availability, 
or disaster recovery.

Failover
Failover is the process of moving service from a failed component or environment to another one.

Agencies should understand whether failover is automatic, manual, tested, and communicated.

Region
A region is a geographic area where cloud infrastructure is hosted.

Region choices can affect disaster recovery, data location, latency, and resilience.

Availability Zone
An availability zone is a separate location within a cloud region.

Using more than one availability zone may improve resilience, but the actual design still matters.

Single-Tenant
Single-tenant usually means one customer has a dedicated environment or dedicated portion of 
the environment.

This may affect isolation, flexibility, maintenance, cost, and support.

Multi-Tenant
Multi-tenant usually means multiple customers use a shared platform while their data remains 
separated.

This may affect standardization, upgrades, maintenance, customization, and scalability.

Encryption
Encryption helps protect data by making it unreadable without proper authorization.

Agencies should understand whether data is protected while stored, while moving, or both.

MFA
Multi-factor authentication requires more than a password.
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It can improve security, but it also requires planning for users, devices, support, and emergency 
access situations.

Logging
Logging records activity in a system.

Logs may matter during audits, investigations, security reviews, support issues, and operational 
troubleshooting.

Vendor Access
Vendor access refers to how vendor personnel access systems or data.

Agencies should understand that vendor access needs controls, approval, logging, and review.

Data Export
Data export is how an agency retrieves its information from the system.

This matters for public records, reporting, migration, termination, and long-term data ownership.

Shared Responsibility
Shared responsibility means some duties belong to the vendor, some belong to the agency, and 
some require both.

This is one of the most important concepts in public safety cloud transitions.

Closing Note
Definitions are useful, but they are only a starting point.

The real work is understanding how these terms apply to a specific agency, vendor, system, and 
contract.

Public Safety Cloud Standards helps agencies translate cloud terminology into operational 
meaning.
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Appendix F

When to Seek Outside Guidance

Some agencies can manage parts of a cloud transition internally.

Others may benefit from outside guidance, especially when the move affects CAD, dispatch 
operations, field access, interfaces, records, contracts, leadership decisions, or long-term 
responsibility.

Outside guidance can help an agency understand what questions to ask, what risks may be hidden, 
and what vendor or contract language means in operational terms.

When CAD Is Moving From Agency-Hosted to Vendor-Hosted
CAD is not just another application.

It supports dispatch, field response, situational awareness, records, interfaces, and public safety 
coordination.

When CAD moves to the cloud, the agency should understand more than where the system is 
hosted. It should understand how the move affects operations, access, support, recovery, data, 
interfaces, and responsibility.

When Internal Cloud Experience Is Limited
Many agencies have capable IT teams, but public safety cloud transitions can involve specialized 
issues.

Cloud architecture, vendor-hosted CAD, disaster recovery, shared responsibility, public safety 
interfaces, and contract risk may not be part of the agency’s normal work.

Outside guidance can help fill that gap without replacing internal staff.

When Contract Language Is Hard to Translate
Cloud contract language may sound reasonable but still leave important questions unanswered.

Agencies may need help understanding whether terms related to SLA, RPO, RTO, maintenance, 
support, data return, disaster recovery, breach notification, and termination are clear enough for 
public safety operations.

The issue is not only what the contract says.

The issue is what it means when something goes wrong.

When Multiple Systems and Interfaces Are Involved
The more connected the environment, the more important the review.

CAD may depend on other systems, and other systems may depend on CAD.

Interfaces can create operational risk when ownership, testing, support, and responsibility are 
unclear.
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Outside guidance can help agencies recognize where those risks may exist.

When Responsibilities Are Unclear
Cloud transitions can create confusion about who owns what.

The vendor may own the hosted platform.
The agency may still own connectivity, access decisions, user readiness, local workflows, records 
obligations, and fallback procedures.
Some areas may be shared.

When responsibility is unclear, risk increases.

When Leadership Needs Plain Language
Public safety leaders, elected officials, boards, finance teams, procurement staff, legal teams, and 
operational users may all need to understand the transition at different levels.

Outside guidance can help translate technical and contractual issues into plain language so 
leadership can make better decisions.

When Stakeholders Are Not Aligned
Cloud transitions affect more than IT.

They can affect dispatch, patrol, fire, records, jail, GIS, command staff, finance, procurement, legal, 
and partner agencies.

If these groups do not share the same understanding, the project can become harder than 
necessary.

Outside guidance can help create alignment before the agency is too far into the process.

When Vendor Answers Are Difficult to Interpret
A vendor’s answer may be technically accurate and still difficult for an agency to translate into 
operational risk.

That does not mean the vendor is wrong. It means the agency may need help understanding what 
the answer means in practice.

Outside guidance can help agencies connect technical details to real-world operations.

When the Agency Wants an Independent Perspective
A cloud transition is a major decision.

An independent perspective can help agencies evaluate readiness, understand vendor models, 
review risk areas, and prepare leadership without turning the process into conflict.

The goal is not to slow the move to the cloud.

The goal is to make the move with clearer expectations and fewer avoidable surprises.
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Closing Note
Public Safety Cloud Standards works with agencies to evaluate readiness, review vendor models, 
identify operational risk, and support public safety organizations before, during, and after the 
transition to the cloud.

The goal is to help agencies make public safety cloud decisions with more clarity, stronger 
preparation, and better understanding of what is truly at stake.
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Working With Public Safety Cloud Standards
Public Safety Cloud Standards helps public safety agencies evaluate cloud transitions before, 
during, and after migration.

The work focuses on operational clarity: readiness, vendor models, contract language, shared 
responsibility, availability, recovery, connectivity, data governance, and the real-world impact of 
cloud decisions on public safety work.

This book is meant to help agencies ask better questions and recognize where deeper review may 
be needed. It is not a substitute for an agency-specific assessment. The details of each 
environment, contract, vendor model, and operational workflow matter.

For more information, visit publicsafetycloudstandards.com.
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